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Your technological
partner since 1959

ReeR was establishedin 1959 with a mission to distribute
automation products for industrial, lighting, and home
applications. By the mid-1970s, the first safety sensors
were developed. Not long after, the first light curtains
were produced.

Today, ReeR is the leading Italian company in the indus-
try and one of the largest manufacturers in the world of
optoelectronic sensors for industrial safety.

The Safety Division has the expertise to support
customers all over the world. Its talented network of
distributors provides industry-leading support services
to customers in more than 50 countries.

Leini logistics warehouse

ReeR’s Industry Expertise

Technological excellence and application know-how
embody the spirit of ReeR.

Fourteen percent (14%) of ReeR's workforce is em-
ployed in the R&D department with expertise in safety
hardware, software, and firmware.

In addition to developing its own technology and
devices,theexpertsatReeRworkhardtoparticipateinthe
standardization development process for the industry.
As one of the main players in the space, ReeR plays a
vital role in national and international organizing com-
mittees on machinery safety requirements.
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Safety and Automation

Safety is essential in every workplace. It becomes even more
crucial in highly automated environments.

Thanks to our collaboration with world-leading compa-
nies in the machine-tool, automotive, packaging, and pal-
letization industries, ReeR is able to offer a wide range
of safety devices such as light curtains, programmable
controllers, photocells, laser scanners, and interfaces able
to meet the demands of any application.

ReeR specializes in the field of optoelectronic curtains for
automation, measurement, and control.
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Key words
Quality

ReeR is committed to continuously improving its quality management system
Iso by minimizing defective returns and ensuring high product reliability.
Product traceability and production process control are delivered using ReeR'’s
proprietary management software.
9001 : 2015

Product quality is guaranteed by the TUV certified Quality System according to
the ISO 9001 standard.
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ReeR supports the environment

Allinternal electrical consumption origins from renewable sources.

Iso The 2002/95/CE RoHS directive restricts the use of hazardous substances in
electric and electronic devices.
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Compliant
Health and safety in the workplace
Praan In order to reduce incident risks in the workplace, ReeR has implemented a management system for
Iso the monitoring of all health and safety issues in the workplace, as regulated by ISO 45001.
v
45001

Innovative manufacturing process

Constant investment in manufacturing technologies

* Manufacturing process control system regulated by Lean Manufacturing principles
= Continuous improvement

= Slim production

= Waste reduction

= Delivery times improvement

= Fast-moving part-numbers management
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Products

Safety devices

= Type 4 and Type 2 Safety
light curtains

= Photocells

= Magnetic and RFID switches

= |ncremental encoder

Configurable
Safety interfaces

= |nputs for Type 4 and Type 2 light curtains

= |nputs for light curtains with
integrated Muting function

= Analogue signal inputs

= Inputs for interlocking devices

= Inputs for two-hand control

= Safety speed monitoring (SIL 3, PL e
= Emergency stop buttons and safety switches control

Laser scanners
Measurement, control and automation devices
Accessories

Sales network

Direct sales network in Italy, Brazil, China, India and South Korea; 65 distributors in the world

L] ¥
Headquarter ReeR Corea

ReeR China

Country-Manager

ReeR do Brazil
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SAFETY GUIDE

Introduction

This safety guide refers to the set of rules governing the safety of machinery. In particular, this concerns the crucial fam-
ily of standards under the umbrella of:

= |SO 13849 “Safety of machinery”

= |EC 61508 “Functional safety of electrical / electronic / programmable electronic safety related systems” which
impacts safety of machinery especially through IEC 62061 “Safety of machinery - Functional safety of safety-related
electrical, electronic and programmable electronic control systems”

= |EC 61496 “Safety of machinery - Electro sensitive protective equipment”

Important statistical concepts related, in varying degrees, to probability of dangerous failure, are covered by machine
safety, resulting in new classifications of safety-related control systems for machinery and protection devices. These
include PL (Performance Levels, for ISO) and SlLs(Safety Integrity Levels, for IEC). PL and SIL come next to and in many
ways replace the familiar concept of category of the ‘old’ EN 954-1.

The second edition of the Technical Specification IEC TS 62046 "Application of protective equipment to detect the pres-
ence of persons”, is a useful guide for players who want to use electro-sensitive protective devices for the realization of
control systems for machine safety.

European directives

The aim of the EU Directives is to harmonize the national legislation of the Member States so as to have common regu-
lations concerning technical, economic, social aspects, etc. and to facilitate the free circulation of goods, services and
people within the European Union.

A Directive is a legislative act that establishes the objectives that all EU countries must achieve. For this reason it is man-
datory to transpose it without modification to national legislation; however, each country can decide how to transpose.
In particular, with regard to safety at workplace, the legislation distinguishes between two types of measures:

= Social directive

* Product directive

Social directives

Social directives are addressed to the employer and have as their goal the improvement of safety in the workplace
environment. Are examples of social directive: the General Directive 89/391 / EEC, concerning the implementation
of measures aimed at the improvement of safety and health of workers and the particular Directive related to it,
2009/104 / EC, on the use of work equipment. Other social directives of interest are:

= 2019/1832/UE “Personal protective equipment”

= 90/269 CEE "Manual handling of loads”

= 90/270 CEE “VDT equipment”

Product directives

Product Directives establish:

* The Essential Safety Requirements of products in order to guarantee the free movement of safe products within
the European market

= Attestation conformity criteria

The fundamental directives for safety work equipment are:
= 2006/42/EC “Machinery directive”

= 2014/35/EU “Low Voltage Directive”

= 2014/34/EU "Electromagnetic Compatibility Directive”

= 2014/34/EU “ATEX directive”

Compliance with technical safety requirements of the directives is mandatory.
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Machinery directive

The “Machinery Directive” 2006/42/EC is meant for the manufacturers of machines and safety components, and has the
following goals:

* The definition of safety and health protection requirements for the improvement of the degree of protection of-
fered to the operators of hazardous machinery

* The design, manufacture and marketing in the European Union of machines and components complying with the
minimum safety requirements laid down by the Directive itself

* The free circulation in the Member States of machines and safety components complying with the Directive
The Machinery Directive:

=  Applies to all new machines and safety components that are sold, lent or hired, and to used machinery in case they
are sold, rent or lent.

= |tsets forth the essential safety requirements relating to the design and manufacturing of machines and safety
components and it defines the respective certification procedures.

= |tis mandatory for machines and for safety components.
= Only products conforming to the Directive can be marketed or commissioned in the European Union

Certification procedures

The machinery directive:

= Lays down stringent procedures for safety components and highly hazardous machines which are listed in Annex IV
= Lays down simplified procedures for low and medium risk machines not included in Annex IV

= Requires machine builders to draw up a technical file stating the safety principles adopted in the design, manufac-
ture, transport, use and maintenance of the machine or of the safety component

Declaration of conformity

In order to certify the conformity of a product to the Directive, the manufacturer must:
= Affix the CE mark to the product
= Attach the CE declaration of conformity certifying compliance to the Directive

Certifications

The CE type certificates is valid for 5 years (Annex IX para. 9.3), the five-year period starting from the date of issue of the
certificate. After which a new verification will be required to maintain the certification.

Low voltage directive

2014/35/EU is aimed at ensuring that electrical materials are designed and manufactured so as to guarantee the protec-
tion of people against any risks of electrocution resulting from their use or from the influence of external agents on the
electrical materials themselves.

This Directive applies to all electrical materials meant for use at a nominal voltage between:
= 50V and 1000V for alternating current

= 75V and 1500V for direct current

Electromagnetic compatibility directive

The aim of “Electromagnetic Compatibility Directive” 2014/30/EU is to ensure that electrical devices are designed and
manufactured so that:

» Electromagnetic emissions are limited and low enough to permit other electrical devices to operate according to
theirintended use

* The level of built-in immunity to external electromagnetic disturbances enables them to operate according to their
intended use

This Directive applies to all electrical and electronic devices able to cause electromagnetic disturbances and whose op-
eration can be affected by external electrical factors.

10
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ATEX directive

The ATEX Directive 2014/34/EU applies to all equipment intended for use in potentially explosive atmosphere. It is in
force since 30 March 2014.

The ATEX Directive 2014/34/EU specifies minimum safety requirements for electrical devices used in environments clas-
sified as dangerous regarding the aspect of risk of explosion due to the presence of gas or dust.

The Directive allocates equipment into group and categories.

The manufacturer must decide, according to the use, the Group and the Category to which the equipment belongs.

= Group 1: equipmentintended for use in underground works, mines and their above ground installations
*= Group 2: equipment intended for use in environments where explosive atmospheres are likely to occur

* These product groups are than categorized according to the level of protection against the risk of ignition of po-
tentially explosive atmospheres.

The products in the Group 2 are divided into three Categories:

= (Category 1: equipment intended for high-risk zones where an explosive atmosphere is present for long periods
= (Category 2: equipment intended for medium-risk zones where an explosive atmosphere may occur under normal
= operating conditions

= (Category 3: equipment intended for zones where an explosive atmosphere is only likely under abnormal circum-
stances

Accredited bodies

In each Member State, Accredited Bodies are appointed with the role to assess and verify the compliance and the ap-
plication of the European Directives.

Each State is responsible for the appointment and control of its own Bodies.

Notified bodies

Notified Bodies are third party organisations which have been officially designated by their national authority

to assess the conformity to the applicable Directives of machines and safety components before being placed on the
market.

Each Member State of the European Union is required to:

» Appoint the Notified Bodies by specifying their tasks
= Submit a list of Notified Bodies to the European Commission and to the other Member States

The European Commission publishes on the Official Journal a Directory of all Notified Bodies, together with a list of the
services, the machines and/or the safety components on which they are authorised to assess compliance.

The Member States of the European Union must ensure that these Bodies respect specified ethical and technical
criteria.

11
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Harmonized standards

* They are technical Standards conceived to meet the essential safety requirements of the Directives

= They are written by various Technical Committees on a mandate by the Commission of the European Union

= They are approved and adopted:
- by the CEN (European Committee for Standardization)
- orthe CENELEC (European Committee for Electrotechnical Standardization)

= Then they are translated and published in the Official Journal of the European Committee and the Official Gazette
of each Member State.

Compliance with a harmonized standard confers on the products or services the presumption of compliance with the
Directives. In most cases, the use of harmonized standards is optional. It is also possible to choose another technical
solution. However, the Essential Safety Requirements of the applicable directives must be guaranteed.

Steps for the development of a Standard
* Adraft standard (NP, New work item proposal) is prepared that will be examined by the various concerned national
Committees, for comments, proposals and subsequent approval

= Upon approval of the NP, a Working Group (WG) made of experts on the subject beeing discussed is set up. Experts
(industry experts, experts from test laboratories, representatives of workers' organizations, consumer representa-
tives) are appointed by the Member States

= Production of a first WD (Working Draft).
= Through subsequent processing of the text of the WD the following document are produced:

- InIEC organization: CD (Committee Draft), CDV (Committee Draft for Voting), FDIS (Final Draft International
Standard)

- InISO organization: CD (Committee Draft), DIS (Draft International Standard), FDIS (Final Draft International
Standard).
= Upon reaching the consensus (expressed by a positive majority vote on the FDIS document expressed by Member
States), the final text of the Standard is finalized, officially published and implemented by each Member State.

A published Standard remain in force for five years unless there is a need to review its contents.

Structure of a safety-related Product Standard

To facilitate use and reading, most of safety-related Product Standards have the following structure:

= Preface

* |ndex

* Introduction

= Field of application

= Standard references

= Terms and Definitions (symbols and abbreviations)

= Safety requirements (risk reduction measures)

= Tests (test methods by testing or analysis for verifying safety requirements)
= Marking (for correct identification)

= Information for safe use

= Optional Annexes (they provide additional provisions beyond those found in the sbody text of theStandard)

= Optionalinformation annexes (provide additional information intended to improve understanding and use of the
document) and only for European Harmonized Standards

= Annex ZA (regulatory): regulatory references between International Publications and the corresponding European
Publications (this annex lists international or European documents that are essential for the application of the
standard)

= Annex ZZ (informative): correspondence between the paragraphs, sub-paragraphs of the Standard and the Essen-
tial Safety Requirements of the applicable Directives. Once the standard is refer to in the Official Journal of the
European Union, compliance with the clauses of the Standard that are reported in the Table of Annex ZZ confers,
within the limits of the scope of the Standard, a presumption of conformity with the corresponding requirements
of the Directive.

12
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The European Standards concerning safety are subdivided into 3 groups:

TYPE A STANDARDS - They specify the general design principles applicable to all types of machine

e.g.. 1SO12100 Safety of machinery - General principles for design - Risk assessment and risk reduction
TYPE B STANDARDS - They are divided into two classes:

Type B1 Standards: concerning a specific aspect of safety

e.g.. ENISO 13855 Positioning of safeguards with respect to approach speeds of parts of the human body
EN ISO 13857 Safety distances for the protection of the upper limbs
IECEN 60204-1 Safety of machinery. Electrical equipment of machine

ENISO 13849-1,2 Safety of machinery.Safety related parts
Type B2 Standards: concerning safety devices

e.g... IECEN 61496-1 Electrosensitive protective equipment - general requirements and tests -

IEC EN 61496-2 Electrosensitive protective equipment-Particular requirements for equipment using active
optoelectronics protective devices (i.e. light curtains)

IEC EN 61496-3 Electrosensitive protective equipment-Particular requirements for Active Optoelectronics
Devices responsive to diffuse reflection (i.e. laser scanner) -

ISO 13850 Emergency stop - Principles for design

ISO 14119 Safety of machinery - Interlocking devices associated with gquards - Principles for
design and selection

TYPE C STANDARDS - They concern specific types of machine:

e.g.. EN692 Mechanical presses
EN 693 Hydraulic presses
EN 415 Packaging machines
EN 415-4 Palletizing and de-palletizing systems

ENISO 10218 Industrial robot
A type C Standard takes priority over type A and B Standards.

The type C standard identifies the significant hazards generally associated with the category of machinery and pro-
vides the protective measures to address them. However, the application of harmonized standards does not com-
pletely exempt the machine manufacturer from the obligation to carry out a risk assessment. The manufacturer
must ensure that the harmonized standard is suitable for the particular machine and covers all the risks it presents.
If the machine presents hazards that are not covered by a type C standard, a full risk assessment is required for those
hazards and adequate protective measures must be taken to face them. In this case, type A and B standards can help.

Northern American standard and test bodies

The Body overseeing health and safety in the workplace in the USA is the Occupational Health and Safety
Administration (OSHA). Individual States may have their own safety regulatory organizations which may enforce stricter
regulations than OSHA. OSHA oversees the application of laws and regulations in force at the Federal level, and in turn
issues safety standards covering the use and construction of safety devices and/or machine tools.

An important example of such activity is Standard OSHA 1910.217 — Mechanical Power Presses.

The American National Standard Institute (ANSI) issues standards on the safety of machine tools or aspects of their
construction or operation. For the preparation of these standards ANSI often relies on the contribution of nonprofit
organizations such as the Robotic Industry Association (RIA), or the Association for Manufacturing Technology (AMT).

Examples of major ANSI standards:
B11 Standards including:

B11.1 Mechanical Power Presses

B11.2 Hydraulic Power Presses

B11.3 Power Press Brakes

B11.4 Shears

B11.19 Performance Criteria for the Design, Construction, Care and Operation of Safeguarding

13
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Other ANSI standards:

B20.1 Conveyor Belts
ANSI/RIA R15.06 Safety Requirements for Industrial Robots

Contrary to Europe, North America does not accept a certificate of conformity as an approval to sell and install electrical
equipment. Prior to installation the device or system must be inspected by the Authorities Having Jurisdiction (AHJ).
If the device is already approved by a Nationally Recognized Testing Laboratory (NRTL), the competent authority is
dispensed from inspecting the product. The mark of a NRTL assures product conformity to safety standards in force.

Although not mandatory in North America, certification facilitates marketing as retailers, inspectors, users and local
authorities readily approve any product bearing a NRTL mark. Certified installations enjoy advantages in terms of insur-
ance benefits and freedom from potential industrial disputes, as Workers Unions might prevent members from operat-
ing non-certified, and therefore possibly dangerous, machinery.

OSHA is the body authorized to approve NRTLs.

NRTLs shall obtain approval for all national and foreign facilities for all products for which they are authorized to award
certification. To obtain accreditation, the applicant shall also, but not only, prove to be independent of any users, sup-
pliers or retailers of the products for which certification is sought. NRTLs may develop and apply for approval of its own
developed standards or adopt standards produced by other NRTLs. Each NRTL has its own unique mark.

Underwriters Laboratories Inc. (UL) is a leading NRTL among those authorized to issue certification of electrical systems
and equipment

UL Listed Certification Mark means that the product was tested and verified to be in line with USA safety
requirements. UL Listed General Mark certifies conformance to fire resistance and electrical safety require-
ments.

LISTED

UL certification also includes components such as safety light curtains which are covered by Std. UL
61496-1 and Std. UL 61496-2 derived from international Std. IEC 61496-1,2. Systems incorporating
c\YL)us safety software can be also certified as per Std. ANSI/UL 1998. Safety light curtains (ESPE) are covered
LISTED by a specific marking certifying compliance with the appropriate product standard.
ESPE ReeR safety curtains are in line with all these requirements and bear the associated mark of approval.

¢ @ c @ s UL may also certify conformity to CSA Canadian Standards (through C-UL mark or C-UL-US
mark for products to be marketed in Canada and in the USA).
LISTED LISTED

The Canadian Standard Association (CSA) is the main Canadian standardization body and acting
certification authority competent for verification of conformance of safety components to Canadian
regulations. SP@

As Nationally Recognized Test Laboratory (NRTL) for the USA, CSA is authorized to verify conformance
of all products under OSHA jurisdiction and award the CSA mark of NRTL/C, equivalent to C-US UL, which  NRTL/C
applies for example to safety light curtains.

14
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ISO 12100:2012 - Safety of machinery - General principles For design -
Risk assessment and risk reduction

As a result of their functionalityy, machines and plants represent potential risks Ffor the workers.
If a machine may present hazards, a risk assessment is required and, if relevant, a risk reduction shall be undertaken to
reduce the risk to an acceptable level.

ISO 12100 provides a methodology for the design of machines that shall be safe for their intended use.
It gives provisions:

* Foridentification of the hazards

* For estimation and evaluation of the risks associated with the machine

* On how to remove hazards or provide sufficient risk reduction

ISO 12100 is a type-A standard.

For USA equivalent information is given in ANSI 12100.

Strategy for risk assessment and risk reduction

Risk assessment is comprehensive method to enable in a systematic way the analysis and evaluation of risks. It must be
carried out during the design, construction and commissioning of the machinery and every time are made modifications.
It can also be used for the evaluation of existing machinery if, for example, there have been accidents or malfunctions.

To implement risk assessment and risk reduction the following actions shall be taken

1. Risk analysis
to determine the limits of the machinery, which include the intended use and any reasonably foreseeable misuse,
and to identify the hazards and associated hazardous situations associated to the person’s activities (all safeguards
should be ignored while hazard identification is performed).

2. Risk evaluation
To evaluate the risk for each identified hazard and hazardous situation and take decisions about whether there is a
need to reduce risk.

3. Risk reduction
If the hazard cannot be removed, reduce the associated risk by implementing protective measures.

The process is iterative, and several successive applications can be necessary.

Start

Definition of the limits of the product y
‘ Ris

analysis

Hazard identification .
Risk ‘ Risk ,
reduction assessmen

Risk estimation

Risk evaluation / risk comparison

Is risk
redution
required?

Safety

Fig. 1. Strategy for risk assessment and risk reduction
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The goal to be metis to reduce risk to an acceptable (tolerable) level considering that the risk reduction achieved: should
be effective throughout all phases the machine life cycle and should not impair machinery functions and usability.

When changes are made to the process or to the machine or if protective measures are added, all steps of the risk as-
sessment should be repeated to check whether:

* There have been changes to the operating limits of the machine

*= New hazards or dangerous situations have been introduced

= The level of risks of any existing dangerous situations has been increased

= Protective measures added are effective in reducing the risk

= The risk reduction intended has been achieved

Achieving the required risk reduction is only one of the inputs to the decision to stop the iterative risk reduction process.
This decision should involve additional considerations such as regulations, national laws, and work organization.

1 - Risk analysis
Determination of the limit of the machine

The Ffirst step of the risk analysis consist in providing a clear description of the mechanical, physical and functional capa-
bilities of the machinery; to determine the space limits of the machinery which means to determine the range of move-
ments, the space requirements for persons interacting with the machine (also during maintenance) the kind of human
interaction, the environmental operating limits (minimum and maximum temperatures, dry or wet weather, tolerance
to dust etc.), different operating modes, power supply interface.

Identification of the hazards

After determination of the limits of the machinery, the essential step in any machinery risk assessment is the systematic
identification of reasonably foreseeable hazards that may arise during the whole machine life cycle (transport, Installa-
tion, commissioning, use, disabling, dismantling). Only if all the hazards are correctly identified action can be taken to
reduce the associated risks. Unidentified hazards can lead to injury. It is therefore important to ensure that the identifi-
cation of hazards is systematic and complete.

To accomplish the hazard identification, it is necessary to identify:

* The operations to be performed by the machinery

* The tasks to be performed by persons who interact with the machine, considering unintended behavior or reason-
ably foreseeable misuse of the machine

= The characteristics of the materials to be processed
= The environment in which the machine can be used

Hazards generated by man-machine interaction Hazards generated by the machine
Setting Electrical hazards
Testing Mechanical hazards
Programming Thermal hazards
Manual loading-unloading Hazards generated by noise
Tool changeover Hazards generated by vibrations
Starting, stopping the machine Hazards generated by radiation
Restart after unscheduled stop Hazards generated by materials
Cleaning and housekeeping Hazards related to the environment
Preventive and corrective maintenance Hazards related to emission of substances

16
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2 - Risk evaluation

Once the hazards and hazardous situations have been identified, an estimate of the risks associated with each hazard
and each hazardous situation must be carry out. Converting the impact of risk into numerical terms is a difficult task

because there is no universal scale of risk. ISO 12100 has decided to define the risk as a combination of the severity of
harm and the probability of occurrence of that harm.

Risk can thus be measured by creating a scale based on the product of consequence (in terms of injury to persons) and
probability of occurrence (likelihood of an event causing injury).

Risk = Consequence of harm x probability of occurrence

Typically, to improve the accuracy of the estimate of the probability of occurrence of harm, additional parameters are
added such as the frequency and duration of exposure to the hazard, the probability of occurrence of a hazardous event
and the technical and human possibilities to avoid or limit the harm.

PROBABILITY OF OCCURRENCE
SEVERITY of the harm
RISK OF HARM
related to f IS:, that can q Exposure of person(s) to the hazard
the uné:Flon result from| 9"
considered t.he the occurrence of a hazardous event
hazard considered
hazard
the possibility to avoid or limit the harm

The formula then becomes:

Risk = Consequence of harm x (Eime of exposure + probability of occurrence + possibility of
avoiding the risk or limiting the harm)
A variety of tools have been developed to assist with this process, these include tables, risk graphs, numeric methods.
Example of Risk graph

Probability of occurrence of harm

S: severity of injury Severity of Frequency of  Probability of Possibility of avoidance of ~ Risk index
S1:reversible harm exposure to occurrence of the hazard

S2:irreversible or died the hazard the hazard

F: frequency or time exposure to

hazard S, F, F O O A A

1 2 1

F1:rare/short > >
F2: continuous prolonged

O: probability of occurrence of the

5 >
3
2
hazard
O1:very low
02: low Start F1 3

A: avoidable risk or limitation of
damage S

A1: possible 4
A2:impossible

F, s

6
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Example of risk matrix

Severity Class Cl (Fr+P+Av)
G

Consequences

Dead, losing an eye or arm 4
Permament injury: losing a finger 3
2

1

Unaccettable risk
Moderate risk

Tolerable risk

Reversible injury, medical attention
Reversible injury, first aid

Frequency of exposure, Fr Probability of occurrence, P Probabilities of avoiding or limiting

harm, Av
> 1 per hour 5 Very high 5 Impossible 5
<1 per hour 5 Probable 4 Possible 3
> 1 per day
<1 per day 4 Possible 3 Probable 1

> 1 per 2 week

<1 per 2 week
> 1 per1year
<1 peryear 2 Very low 1

3 Low 2

Fig. 2. Example of risk matrix

The choice of the method to be used for risk estimation is largely linked to the type of machinery and the nature of
the hazards. It is also necessary to take into account the skills, experience and preferences of the team making the
assessment.

Compliance with the rules for the estimation of the risk is more important than trying to achieve absolute accuracy of
the results.

3 - Risk reduction principles

After risk evaluation has been completed, an analysis shall be carried out to determine if any dangerous situations re-
quire further risk reduction. Implementing risk reduction means to reduce risk to persons to an “acceptable” level of
residual risk.

Safety does not mean zero risk

Zero risk only possible when the hazard is FULLY removed

Safety means freedom from unacceptable risk

In general, there is industry agreement that a risk reduction strategy should utilize a hierarchical approach referred to
as the three-step method.

The three-step method shall be applied in the following sequence:

= Step 1integration of safety concepts at the design stage
= Step 2. add protective measures against risks that cannot be removed by design
= Step 3 inform and warn about residual risks
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Step 1 - integration of safety concepts at the design stage

Inherently safe design is the first and most important step in the risk reduction process because protective measures
which are integral to the machine design are likely to remain effective, while experience has shown that even well-
designed safeguarding can fail or can be violated or information for use may not be followed. Inherently safe design
measures are achieved:

da.

By a suitable choice of mechanical design features for example, by avoiding sharp edges, corners, and protruding
parts, by avoiding crushing points, shearing points, and entanglement points

By designing machines to have sufficient stability in their specified conditions of use.
Factors to be considered include

- The geometry of the base and the weight distribution, including loading

- The dynamic forces due to movements of parts of the machine or of elements held by the machine which can
result in an overturning moment

- Vibration, oscillations

By reducing the interaction between the exposed persons and the machine. This objective can be achieved by limit-
ing the time to exposure to the hazard, for example, by means of:

- Automatic loading and unloading stations

- Setup and maintenance work from outside the hazardous zones

- Use of reliable components to reduce maintenance work

- Clear and unambiguous operating concept (e.g., precise marking of controls)
- Use of Lock-Out/Tag-Out procedure

By limiting the exposure to electrical power (direct and indirect contact) A stable power supply is particularly
important in safety-related applications. Voltage supplies must withstand brief power failures. A power supply iso-
lation device must be provided for every power supply connection. For 24 V DC power supplies, use Class 2 circuit
which offers protection for fire initiation and electric shock. Another option to provide protection against electric
shock is to use safety extra-low voltage (SELV, PELV).

. By using suitable enclosures for protections for electric components. Electrical equipment enclosures must meet

the requirement for enclosure ratings. Two widely accepted rating systems are the NEMA types/number and the IP
rating code.

The enclosure ratings describe the protection against the ingress of water and foreign objects (dust). In addition,
they describe protection against direct contact with live parts.

NEMA (National Electric Manufacturers’ Association) is commonly specified at installations in the U.S. IP (Interna-
tional Protection), is derived from the IEC and is typically used in Europe.

Typically, control cabinets should be NEMA 13 or IP 54.

By selecting components that are immune to the disturbances to be expected. The machine and the components
used shall be selected so that they are immune to the expected electromagnetic disturbances. Increased require-
ments apply to safety components.

The following design guidelines will help to prevent EMC problems:

- Continuous equipotential bonding by means of conductive connections between parts of machinery and sys-
tems

- Physical separation from the supply unit (power supply/ actuator systems/inverters)
- Screen shall not be used to carry equipotential bonding currents

- Connect any grounding/functional earth (FE) provided

- Use of twisted cables to transmit data (fieldbus)

. By preventing unexpected start-up. The connection to mains electricity supply or switching-on of an external

power supply shall not result in the starting of working parts of a machine.

A spontaneous restart of a machine after power interruption shall be prevented (for example, by use of a self-
maintained relay, contactor, or valve).

Every machine shall be equipped with a control for stopping the machine in normal operation.

19



SAFETY GUIDE

A command to stop the machine shall have a higher priority than the commands for putting the machine into operation.
A Category 0 stop function shall be available as a minimum.
Stop Category 0: uncontrolled stop by immediately removing power to the machine actuators (drive elements)

Stop Category 1: controlled stop with power available to the machine actuators to achieve the stop, then power is re-
moved when the stop is achieved

Stop Category 2: controlled stop with power left available to the machine actuator

Step 2 - Risk reduction by means of protective measures

If the hazards cannot be removed or the risks cannot be adequately reduced by inherently safe design measures, addi-
tional protective measures must be applied, arranged in a way to reduce the probability of occurrence of the hazardous
event by suppressing probable causes or to impose a limitation on exposure to the hazards or to enhance the possibility
of avoiding the harm or at least by reducing its intensity.

Protective measures can be passive, active, complementary.

Passive protective measures

They are independent from the machine control system and do not need to be activated to attain their function of
risk reduction, they are effective continuously. Are used when access to the hazard zone is not required during normal
operation.

Examples of passive protective measures are permanent guards t(welded into the body of the machine) and removable
fences that can only be removed when the machine is stopped with special tool not easily available to operators.

They provide protection by reducing the duration of exposure to the hazard.

Active protective measures

Active protective measures are turned on in response to a defined change in a measurable property of an input (e.g., a
sensor or a switch). They are intended to reduce the risk generated by the following events:

a. Human interaction with the machine
Itis possible that a person, which is involved in a certain machine process, with its behaviour exposes himself to
dangerous movements of the machine.

Examples of active protective measures suitable to reduce risks generated by human interaction with the machine
are ESPEs, safety mats, enabling devices, hold-to-run control devices, interlocking guards.

They provide protection by reducing the probability of occurrence of the harm.

They are intended to work immediately upon a specific initiating event. Their role is to ensure that persons or parts
of human body are not injured by the dangerous parts of the machine.

The "demand" of protection is generated by the person with its interaction (operations) with the machine process

b. Failures of the machine automation control system (MCS)
It is possible that a failure of a component of the machine automation control system which is involved in a certain
machine process can generate dangerous situations such as rise of hot surfaces, flames, excessive vibrations, explo-
sions etc.
Examples of active protective measures suitable to reduce risk due to components failures of the machine automa-
tion control system are torque limiters, pressure or temperature limiting devices, overspeed limiters, monitoring
devices for the emission of radiation or gas, fire, and smoke detectors.

They provide protection by reducing the probability of occurrence of the harm.

They are employed as a means of prevention and are intended to work before a specific initiating event takes
place. Their role is to ensure that the accident does not happen, or at least to slow down its development or to
limit to an acceptable level the deviation of the process.

The “"demand” is generated because of a failure of the machine automation system.
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c. Improper use of the machine.
It is possible that intense usage of the machine due to time pressure or high stress due to excessive loads or due
to the processing of unsuitable material can bring the machine to work outside its design limits which in turn can
generate mechanical failures of the machine itself or damage to the goods to be processed and, in a second step,
can generate risks to the persons.

Examples of active protective measures suitable to reduce risk due to improper use are torque limiters, pressure limit-
ing devices, overspeed limiters, strain gauge sensors, current overload sensors.

They provide protection by reducing the probability of occurrence of the harm.

The “"demand” is generated by the overload of the machine because of its improper use.

NOTE: Where a protective measure is implemented through the safety-related control system of the machine,
p it is advisable to use the methods described in ISO EN ISO 13849-1 or EN IEC 62061 for risk estimation because
they automatically provide the correspondence between the PL /SIL required and the estimated risk.

Complementary protective measures

To achieve further risk reduction, it may be necessary to use complementary protection measures considering the in-
tended use and reasonably foreseeable improper use of the machine.

Complementary protection measures whose main effect is to avoid or limit the harm are emergency stop, measures to
allow a safe access to machinery, measures for the escape and rescue of trapped people.

I:"" NOTE: Emergency stop is not considered a primary safeguard because it does not prevent or detect access to
f a hazard zone. The safety level shall be defined based on the risk assessment of the machine.

Complementary protection whose main effect is to reduce the duration of exposure to the hazard are devices suitable
for energy isolation like isolation valves and isolation switches, devices suitable for energy dissipation like pressure relief
valves, mechanical locks to prevent movements.

Step 3 - Risk reduction by administrative measures

To make sure that passive, active and complementary protective measures implemented remain effective all over the
machine life cycle additional actions based on procedures and organization are needed.

a. Procedures for maintenance.
Lack of maintenance (poor lubrication and loss of cooling liquid) can lead to mechanical failures or errors. To re-
duce these type of hazards, detailed maintenance instructions should be developed and implemented.

b. Administrative measures - Organizational work procedures.
At least the following organizational measures should be operative:

- Well defined roles and responsibilities of workers, supervisors and management
- Anplan for periodic trainings of workers

- Availability of suitable tools for maintenance and verifications

- Anplan for periodicinspections to check the integrity of the protections

- Aplan for escape and for Emergency procedures

- Means to keep track of periodic verifications

c. Information for use.
Information for use is an integral part of the design of a machine

- Shallinform the user about the intended use of the machine

- Shall contain all directions required to ensure safe and correct use of the machine
- Shallinform and warn the user about residual risk

- Shallindicate, as appropriate, the need for personal protective equipment

Visual signals, such as flashing lights and audible signals such as sirens may be used to warn of an impending hazardous
event such as machine start-up or overspeed.
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Such signals shall be emitted before the occurrence of the hazardous event and be differentiated from all other signals
used.

Where information for use is kept in electronic form (CD, DVD, tape, hard disk, etc.), information on safety-related issues
that need immediate action shall always be backed up with a hard copy that is readily available.

Safety function as “active” protective measure '

Active protective measures are usually implemented by selecting and combining in an appropriate way hardware com-
ponents (such as sensors, switches, logic units, relays etc.) to build up a Safety Related Control System.

A control system that executes an active protective measure is said to carry out a safety function and the control system
itself is called Safety Related Control System. In complex machines it can happen that multiple hazardous movements
can potentially injury the operator. For each hazard for which an active protective measure is required, a correspondent
safety Function must be implemented.

It may therefore happen that the same safety related control system must handle several safety functions.

When a safety function is activated, the machine is brought to a safe state in time before a dangerous situation for
Persons can occur.

List of typical safety functions suitable to reduce risk originated by man-machine interactions.

Safety function Example of application
Safety —related stop function initiated by a safeguard Stop a motor in response to tripping of a protective device

Intended action to re-establishes the safeguard after its actuation.
Acknowledgement that risk is no more present

Start of a dangerous movement can take place only when an hazardous
situation no more exists

Muting function Automatic temporary suspension of a safety function

Hazardous machine movements can be controlled from a position
within the hazard zone, e.g., inching mode during setup

Keeping a machine in a stopped condition while persons are present in
danger zones

Operating mode selection Activation of safety functions by an operating mode selector switch
Safe motion, safe position Overspeed, overtravel control

Manual reset function

Start/restart function

Hold-to-run function

Prevention of unexpected start-up

List of typical safety functions suitable to reduce risks originated by failures of the MCS

Monitoring or limiting of

Speed temperature
torque position
power stopping time
pressure stopping distance

Structure of a safety function

A safety function is typically starting with a detection and evaluation of an ‘initiation event’ and ending with an output
causing an action to a ‘machine actuator’

MACHINE
NG DETECTION EVALUATION ACTION ACTUATOR
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Realization of a Safety function

A safety function is usually made by a series combination of three sub-functions performing respectively the tasks of
Detection, Evaluation and Action.

DETECTION EVALUATION ACTION

INPUTS PROCESSING OUTPUTS

Each sub-function can be implemented by:

= Using previously validated subsystems

= Designing new subsystems

= A combination of both alternatives above

Any of the technologies available (electric, hydraulic, pneumatic, mechanical) individually or in combination may be
used.

The risk reduction provided by each safety function does not cover the overall risk of the machine, but only that part of
the risk resulting from the application of that safety function. This measure helps to avoid an unduly increase of com-
plexity in the execution of calculations because the reliability data of components of the safety-related control system
that do not contribute to that safety function are not considered.

Example:

A hazardous movement is safeguarded by a fence fitted with five guards. The opening of any of the five guards stops
the dangerous movement.

Four separate safety functions can be considered, one for each door, if it is assumed that only one door is opened at a
time.

DETECTION EVALUATION ACTION

-
F1 INTERLOCK
SWITCH DOOR 1
¥

i )
- INTERLOCK

SWITCH DOOR 2
"

-
F3 INTERLOCK

SWITCH DOOR 3
¥

PROCESSING OUTPUTS

E.g. For the safety function F. 2, which refers to door n°2, only the blocks highlighted blue are considered in the compu-
tation of the safety function.

Integration of a safety-related control system into the machine control system

For the integration of a safety-related control system into the machine control system (MCS) the following principles
should be applied:

* The safety-related control system is separated and independent from the MCS

* The safety-related control system is only intended for direct or indirect protection of persons; it does not take ac-
tive part in the machine process and is activated only when a dangerous situation occurs
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= The reliability of the MCS does not take any role for the execution of the safety function. It is the reliability of the
safety-related control system that is of concern; the greater is the probability that a person will be exposed to the
risk, the greater should be the availability of the safety-related control system

= When a dangerous fault occurs in the safety-related control system the machine is brought to a safe state. Restart-
ing the machine process is accepted only after repair and restoration of the safety related control system

= |tisalso possible that a safety-related control system executes safety functions and machine command functions
(For example a safety light curtain or a two-hand control device can be used for both protection and cycle restart).
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Fig. 3. Example of integration of a safety-related control system with a PLC

A failure to open (e.g. due to welded contacts) of KM1 If the outputs of the SRP/CS are connected TO the inputs

prevents stopping of the motor. of a standard (non-safety) PLC, hw and sw faults within
the PLC or the failure of KM1 can prevent stopping of the
motor.

Fig. 4. Examples of anincorrect integration
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Functional safety standards

Where safety is based on the proper operation of the safety-related machine control system, it shall be designed so
that to ensure a minimal probability of functional errors. Otherwise, any errors shall not lead to the loss of the safety
function. In Europe, to meet these requirements it is highly recommended to use harmonized standards developed by
mandate of the European Commission (presumption of conformity). Using harmonized standards saves extra time and
costs where proof of conformity of the safety-related control system to the essential requirements of the Machinery
Directive shall be demonstrated.

Given hereunder are the basic concepts of the standards ISO 13849-1 and IEC 62061 which are the most used for the
design of the safety functions implemented by the safety related machine control system.

Within the limits of scope, these two Standards provide presumption of conformity with essential requirements of
clause 1.2.1 of Annex | of the machinery Directive 2006/46/EC.

ENISO 13849-1,2 Safety of Machinery - Safety Related Parts of Control
Systems - General principles for design

EN ISO 13849-1,2 are used as part of the systematic risk reduction described in ISO 12100 for the part concerning the
design of the machine safety-related control system.

ISO 13849-1 is a standard for designing the parts of the control system that implement the safety functions. It can be
used for all types of machinery regardless of the type of technology used (electrical, hydraulic, pneumatic, etc.). These
parts can be made up of hardware and / or software and can be separated from the machine control system or be an
integral part of it.

ISO 13849-1 is applicable only if the safety function is demanded with a frequency higher than once a year (operation in
High demand mode) orif it is demanded continuously (Continuous mode of operation) because the tables and formulas
provided in the standard relate to these two modes of operation.

Examples of products that are commonly integrated into a safety-related control system are: relays, solenoid valves, po-
sition switches, configurable PLCs, safety modules, motor drivess, two-hand control devices, pressure sensitive equip-
ment, photoelectric barriers, laser scanner.

The parts of the machine control system that perform safety-related tasks are designated with the acronym SRP / CS
(Safety Related Parts of Control System).

In addition to implementing safety functions, an SRP / CS can also provide operational functions, but only the parts that
are safety-related fall within the scope of the standard
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For the evaluation of the safety performance of an SRP/CS, ISO the term PL (Performance Level) is used which specifies
the ability of an SRP / CS to ensure adequate risk reduction within predefined operating conditions.

The performance level is measured on a 5-level scale, from PL a to PL e; each level is associated with a range of values
of mean probability of dangerous failure (PFH ).

PL Average probability of dangerous failure per hour (PFH,)
1/h

a >10°a< 10"

b >3x10%a<10°

C >10%a3<3x10°

d >107a<10°

e >10%a3< 107

Fig. 5. Table from ISO 13849 standard: Performance leves (PL)

Risk assessment and required Performance Level - PL r assignment

For each safety function identified, the designer must decide what is the contribution to risk reduction the safety func-
tion should provide.

This contribution does not cover the overall machine risk but only the part of risk related to the application of that par-
ticular safety function.

The parameter. that is used to estabilsh what is the amount of risk reduction that the safety function is required to pro-
vide is the PL r (Performance Level Required).

Parameter PL, instead, represents the Performance Level reached by the hardware implementing the safety function.
PL of the hardware must be equal to or higher than specified PL .

After deciding the necessary PL , it is necessary to design a suitable SRP / CS, calculate the resulting PL of that piece of
hardware and check if it is greater than or equal to the PL .

To get the contribution to risk reduction that must be provided by the safety- related function a graph of decisions is
used, leading to univocal identification of the PL r. If more than one safety-related function are identified, PL r shall be
identified for each of them.

S: severity of injury

S1:  Slightinjury generally reversible Low contribution to risk PLr - required
S2:  Serious injury generally irreversible or died reduction Performance Level
P1
a
F: frequency or time exposure to hazard F1 . }
F1:  From rare to short and or short exposure time S P, ‘
F2:  From frequent to continuous and or long 1 }
exposure time P b
F 1
2 - 4
2
Start }
@ P, c
F, - >
2
S, 4 ]
PT
F, >
P: avoidable risk or limitation of damage P,
(it depends on the speed of the event, the possibility } e
of perception of of the hazard and the possibility of

High contribution
to risk reduction

escape)
P1:  avoidable within given conditions
P2:  almost unavoidable

Fig. 6. Graph of decisions for evaluation of the Pl r
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[.... PL r(e) provides the greatest contribution to risk reduction, whereas PL r(a) makes the lowest contribution.

Considerations on the S parameter

It is necessary to make an assessment on the type of injuries that could result from a failure of the safety function. EN
13849-1 proposes only two possibilities:

= S1=slightinjury

= S2 =severeinjury

Slight injuries are considered to be scratches, peeling, bruising, lacerations without complications. Amputations, loss of
function of a limb, loss of an eye, death are considered serious injuries.

Considerations on parameter F
The distinction between F1 and F2 can be formulated as follows:

F2 is chosen if the frequency of exposure to the hazard is greater than once every 15 minutes. F1 is chosen if the fre-
quency of exposure to the hazard is not greater than once every 15 minutes and the accumulated exposure time does
not exceed 1/20 of the overall operating time.

Considerations on the probability of occurrence of the dangerous event

The probability of the occurrence of a dangerous event depends on both human behaviour and technical failures, it
should be based on factors such as:

= Reliability data of the control system

* History of accidents on similar machines (with the same risk, same process, same operator action and same tech-
nology causing the hazard).

The probability of occurrence is always evaluated to be equal to 1 because in most cases, the correct probability is not
known or is difficult to estimate.

If the probability of occurrence of a dangerous event can be judged low, the PL r can be reduced by one level.

Low contribution to risk PL r - Performance
reduction Level required
P, \
F, - - >
2
S, > a
P1
F, 4
PZ
Start } b
® P,
F, }
PZ
S, >
P, C
F, >
PZ
4 d

High contribution
to risk reduction

Fig. 7. Graph of decisions for evaluation of the Plr if (P) probability of occurrence of a dangerous event can be judged
low
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Overlapping of hazards

Itis possible that the same person may be subjected to the simultaneous interaction of multiple hazards due, for exam-
ple, to the presence of multiple dangerous movements of the machine that could potentially create harm.

If the evaluation of the probability of failure were made by taking into account all the hardware components of the
overall safety related control system, very high PFH_ values would soon be reached (even if components with very high
MTTF, values were used) with consequent impossibility to stay within the required PL .

Things get even more complicated if the individual risks require different PL .

To overcome the problem it is allowed to separate the risks, if this is possible, and to assign to each of them a separate
safety function.

The designer must analyse this possibility during the risk assessment process. First, the dangerous zone is identified,
then all dangerous movements of the machine parts that are located in the same dangerous zone are identified, then
all the operations carried out by the machine in the same zone are considered and which are the parts of the body that
are subjected to risk.

If the analysis shows the possibility of separating the various dangerous movements, then a separate safety function is
assigned to each dangerous movement and the relevant PL is calculated.

Example 1

In a working cell that involves several robots on different operations, the stopping function following the actuation of
the light curtain can be evaluated individually for each robot.

For the example of the machining cell shown in the picture, the following
safety functions can be identified:

SF1: The actuation of the safety light curtain involves the stopping of all
robot 1 drives

SF2: The actuation of the safety light curtain involves the stopping of all
the robot 2 drives

SF3: The actuation of the safety light curtain involves the stopping of all
robot 3 drives

Fig. 8. Working cell involving multiple robots on different operations

The same consideration applies for example to a rotary table equipped with several clamping devices; the risk assess-
ment can be done separately for each clamp.

Example 2

In a welding robot the operator is exposed simultaneously to the risk of crushing due to the movement of the robot
head and to the risk of burning due to the tool mounted on the head. In this case the robot head and tool must be taken
into account at the same time in the evaluation of the safety function.

Example 3

For arobot in learning mode it is possible to keep power to the robot when the entrance door of the cellis open, only if
a local enabling device (hold-to-run control) is used and that the robot is operated at a reduced safety speed.

The probability of failure of all three devices (door interlock, hold-to-run and speed monitor) must therefore be in-
cluded in the calculation of the PFH_ because the dangerous failure of one of them immediately leads to a dangerous
condition.
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Identification of the safety function and design specification

To decide which safety functions are required, the intended use of the machine must be considered (including reason-
ably foreseeable misuse). For each safety function, a document must be drawn up in which at least the following speci-
fications are detailed:

» Result of the risk assessment for each hazard (PL r value)

= Behaviour that is intended to be achieved or prevented with the safety function (e.g. when the guard is opened the
machine performs a stop Cat.0)

* |ntended use of the machine and reasonably foreseeable misuse

= QOperation in emergency conditions

= Safety function response time

= Restart after a protective action (automatic or manual restart)

= Actuation mode (related to a section or part of the machine)

= Need to suspend the safety function (muting, banking)

= By-pass mode of the safety function for repair, tuning, cleaning, troubleshooting, etc.
= Description of connections between different safety function, if eny

= Safety Function actuation frequency

= Priority of functions which, if active at the same time, can cause operating conflicts
To help the designer, the standard lists the main safety functions that are generally implemented in an SRP/ CS and for
some of them it provides the main safety requirements:

= Safety related stop function started by a safety measure

= Manual restart function

= Start/Restart function

= Local command function

= Muting function

= Hold-to-run control function

= Enable device

= Prevention of unexpected start-up

= Escape and rescue of trapped people

» |solation function and energy dissipation

= Command mode and enable mode

= Emergency stop function

Safety-related stop function

The stop function activated by the actuation of a protective device must bring the machine to a safe state in the short-
est time possible.

The safety-related stop unction has priority over a stop for operational reasons.

When a group of machines work together, it is necessary to report to the supervisory control and / or to the other ma-
chines the existence of the safety stop.

After the actuation of a stop command by a protective device, the stop condition must be maintained until a safe condi-
tion exist for restarting.
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Manual restart function

Reset command restarts the protective device and cancels the safety stop command. If established by the risk
assessment, this cancellation must be confirmed through a manual, separate and deliberate action (manual reset).
The manual reset function:

* |t must be authorized through a separate device, included in the SRP / CS and operated manually

* |t must be enabled only if all protective devices are operational

* The manual restart must not initiate a movement or a dangerous situation

= |t must take place through deliberate action

= |t must enable the control system to accept the start command

= |t must be enabled only when the machine actuator is in the OFF state

Muting function

Muting function must not expose people to dangerous situations. During Muting, the safety conditions must be guaran-
teed by other protection devices. At the end of Muting, all the safety functions of the SRP / CS must be reset automati-
cally. The PL of the parts of the SRP / CS that perform the Muting function must not decrease the safety level of the
protective device to which are connected.

Safety related parameters

When the deviation of parameters such as position, speed, temperature or pressure, beyond the set limits can cause
safety problems, the control system must implement appropriate measures (for example, stopping, warning signal,
alarm).

Fluctuations, loss and restoration of power sources

When fluctuations in power levels exceed the designed operating range, including loss of power, the SRP / CS must
continue to provide or send output signals that allow other parts of the machine system to maintain a safe state.

E - Stop

The E-Stop is defined as a "complementary protection measure" (it is not a safety function).

It is used to reduce the risk of unreasonably foreseeable failure or accidents in parts of the machine, including failure
of protective devices. Since it must be available in case of failure of the other protective devices, it is also advisable to
consideritin ENISO 13849-1.

It must be available and operational at all times and must bypass all other functions and operating modes of the
machine (without compromising any structures designed for the escape of trapped peoples). Any start command
(voluntary, unintentional, or unexpected) must not have effect on those parts of the machine stopped by the E-stop
command until the device is manually reset.

The PL rof the E-Stop function should be the same of the safety function with the highest PL rinvolved in the realisation
of the SRP / CS.

Local control function

When a machine is locally controlled, e.g. by means of a portable control device it is necessary that:

= The local control device selector must be located outside the danger zone
= Local control must be active only in the part of the dangerous area identified by the risk analysis
= The change from local control to main control must not create a dangerous situation

Response time

When, following the risk assessment, it is found that the response time of the SRP / CS can be decisive for safety pur-
poses, its response time must be added to the response time of the other devices of the safety loop in order to get the
overall response time of the machine.

The overall response time required for stopping the machine can affect the design of the SRP/CS, e.g for some applica-
tions it can be necessary to add a braking system.
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Realization of a safety function with an SRP/CS
A safety function can be done using one or more SRP/CS.
All available technologies can be used, also in combination; electrical, hydraulic, pneumatic, mechanical etc.

It is also possible for an SRP/CS to implement safety functions and normal command functions (For example a photo-
electric light curtain or two-hand control can be used for both protection and start cycle).

SRP/CS SRP/CS SRP/CS
Input logic Output
(E.g sensors) (E.g PLC) (E.g Relay)

Fig.9. Typical architecture of the SRE / CS

4 )

SRP/CS
(Photoelectric SRP/CS SRP/CS
i i (PLO) (Relay)
_ light curtain) )
( N
SRP/CS SRP/CS
(Gate) (Solenoid valve)

L

Fig. 10. Several safety functions can share one or more SRP/CS

t

The designer has to decide the required contribution to risk reduction for each safety function.

The evaluation of PL r must be carried out separately for each individual safety function.
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SRP/CS design phase - Organisational aspects

Before creating an SRP/CS, in order to reduce as much as possible the introduction of systematic failures during the
design phase or as a result of subsequent modifications, it is necessary to have a management organization that follows
structured procedures covering the entire life cycle of the SRP/CS. Each design activity should be properly specified,
documented and verified.

PL of the SRP/CS

PL is a function of several factors such as:

* Hardware and software architecture

= Ability to promptly detect internal failures potentially affecting the safety function
= Component reliability, the ability to limit common cause failures

= Quality of the design

= Environmental conditions and operational stresses

= The operating cycle of the machine.

Intended use and reasonably foreseeable misuse must be considered.

The table below summarizes the quantitative requirements, assigning them an overall value of probability of dangerous
failure, and the qualitative aspects that must be met in order to obtain a PL.

MTTF, for individual components  (Measure of reliability)

DC (Measure of diagnostic ability)
Quantity aspects

PFH, (Measure of ability to resist to common
CCF -
cause failure)

Categories (Hardware architecture)

PL

Safety system performance in failure conditions
Monitoring of Systematic failure

Quality aspects
Failures safety related software

Ability to run safety function in specific environmental conditions

Fig. 11. Mandatory qualitative and quantitative requirements to be met for safe control system design according to
SO 13849-1

Remember

Average Probability of Dangerous Failure/Hour is only one of the parameters contributing to assignment of PL. To claim a
PL rating, it is also mandatory to prove having considered and complied with all requirements, including:

- Monitoring of systematic failures

- Using robust and reliable components (according to Product Standards if available)

- Use of good engineering practice

- Considering environmental conditions in which the safety-related system will operate

- In the case of new software, adopting all organisational aspects of V-type development model shown in Figure 6 of ISO
13849-1 and meeting development requirements for application SW and enbedded SW.
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PFH, calculation

The method used for the evaluation of the part of the PL linked to the quantitative aspects is the computation of the
probability that a dangerous failure may occur to the SRP/CS in a certain period of time, considering the reliability of its
components.

D The greater the contribution to risk reduction provided by the safety function the lower must be the PFH,

(average probability of dangerous failure) of the SRP/CS.

A fault is considered dangerous ifit inhibits the protection function of the safety related control-system.

The Average probability of dangerous failure for a safety-related control system, or for a sub-system, may be estimated
in various ways. These methods require the use of complex mathematical formulas which typically belong to the field of
system reliability theory. The use of such methods implies that for each components the following are known:

Failure rate (A)

Percent distribution of failure rate for each component failure modes, (example: for a positive action switch the
failure modes are: the contact will not open when required = 20% of the times and the contact will not close when
required = 80% of the times

The effect of each failure on safety-related system performance, (e.g dangerous failure or not dangerous failure)
Percent of dangerous failures detected (by automatic self-diagnostic techniques implemented) out of total danger-
ous failures

Percent of dangerous failures not detected (by automatic self-diagnostic techniques implemented) out of total
dangerous failures

ISO 13849-1 simplifies this process by replacing the mathematical formulas with precalculated tables for different com-
binations of Categories, average MTTF_ and DC values which are also determined through tables

Design of an SRP/CS as per ISO 13849-1 may be summarized in the following eight steps:

NouvkwnN =

Selection of system structure (architectures)

Calculation of MTTF

Selection of the self-diagnostic techniques and DC calculation
Verification of CCF for redundant architecture

Calculation of PL using Table 5 or Table K.1

Verification of PL (if calculated PL is below PL r return to Step 1)
Validation.

33



SAFETY GUIDE

Categories and their relationship with the MTTF_ with the DC and with the CCFs

EN /1SO 13849 uses a methodology based on 5 particular structures called "Categories” which constitute the backbone
on which all the quantifiable aspects that contribute to the formation of the PL are based.

The categories describe the performance of an SRP/CS in relation to:

= Structural arrangement of its parts

= |ts fault tolerance

= |ts behaviour under fault conditions

= Reliability of its components

This means that the safety performance is achieved not only through particular hardware architectures (which the
standard defines as designated architecture), but also through a careful use of reliable components and, if necessary, of
adequate monitoring techniques. The choice of a category mainly depends on:

=  Ammount of risk reduction needed

= Required performance level (PL )

= Technology used

= Type of risk due to the failure of the SRP/CS

= Possibility to avoid systematic failures in the SRP/CS

= Probability of failures in the SRP/CS

= Mean Time to Dangerous Failure (MTTF))

= Diagnostic coverage (DC)

= Common Cause Failures (CCF) in the case of categories 2,3 and 4

It should be noted that the designated architectures give a logical representation of the system structure, while the
technical implementation and the functional circuit diagram may appear completely different.

Designated architectures can also be used to describe a part or a sub-part of a control system responding to certain
input signals and generating safety output signals. Therefore the "input" block can represent, for example, a photo-
electric light curtain (AOPD) or switch contacts. The "output” block can represent, for example, a safety-related output
(OSSD) or a combination of relay contacts.

For categories 3 and 4 the dual channel representation does not mean that all parts need to be physically redundant but
that redundant means exist to ensure that a single fault cannot lead to the loss of the safety function.

There are certainly several ways to create architectures that can satisfy the requirements established by the categories.
If the structure of the control system is made by one (or more) of the 5 categories, then for the computation of the
safety performance level (PL) it is possible to use the simplified procedures described in the standard.

If an architecture deviates from those of the Categories, then its PL cannot be evaluated with the simplified method of
the standard, but must be justified by other analytical means, for example by Markov modeling, in order to show that
through this non designated architecture it is possible to achieve the required performance level (PLr). Markov offers a
remarkable ability to manage many of the technical characteristics that are implemented in modern safety devices, for
example it is possible to model periodic events such as automatic fault diagnostics tests.

Overview of the main safety requirements and functional characteristics of the 5 categories

The categories reflect what is already happening in the industrial machinery world. Most of the controls implemented
on machines can be traced back to a limited number of safety-related control topologies, which are:

» Untested single-channel systems using reliable components (goal is to avoid a fault)

* Single-channel systems with testing (goal is to detect the fault)

* Dual-channel systems with self-diagnosis (single fault is detected)

= Dual-channel systems with high quality self-diagnosis (even multiple faults are detected)

NOTE: The lines and arrows in the following figures represent logical, functional, and diagnostic interconnections.

34



SAFETY GUIDE

Cat.B | I PL..=b
Fault ' e * 9 | bc=o
S =0 Single channel without diagnostic MTTF, = from low to medium

Use of basic safety principles (components must withstand the expected
operating stresses)

Cat. 1 | | PL...=C
Fault ! S 9 | oc=o0
tolerance = 0 Single channel without diagnostic MTTF, = alto
Use of basic safety principles and “well tried” safety principles;
A "well tried component” is a component that has been: Use of “well tried” components; no complex components (PLC, Asic).

= Widely used in the past with positive results in similar applications

= Built and verified using principles that demonstrate its suitability, reliability and robustness for safety related applications

The qualification of a component as well tried depends on its application. Example, a position switch with open contacts can be well tested for a
machine tool and at the same time inappropriate for application in the food industry.

Cat.2 | | PLo =
Fault ! o L e DC = from low to medium
tolerance = 0 “ m“ A‘ MTTF, = from low to medium (functional channel components only)
M e - MTTF, of TE at least higher than half the MTTF, of the functional channel.
v 23 uscita  If thisis not the case, the MTTF of the channel must be downgraded.
| : o
TE |2 OTE | it orweli red: sfety princples

Single channel with diagnostic

The test must not produce a dangerous situation (e.g increase in the response time).

The safety function must be tested at least during the start-up and before a dangerous condition may occur (starting a new cycle). The frequency
of the functional channel test has to be at least 100 times higher than the demand rate of the safety function.

For ratios greater than 25 and less than 100 it is possible to use the PFH, values (shown in table K .1 for Cat. 2) multiplied by a factor of 1.1.

The test can also be performed at the same time as the T Fault detection } Reaction

safety function request, but the overall time to detect the x é /—» Time
fault and to bring the machine to a safe condition (usually Ff < Time to reach the dangerous zone » }

when the machine is stopped) must be shorter than the | x: Fault |

time taken by a person to reach the dangerous point. T Test

R: Safety function request

For PLr=aand up to PLr=c, when, upon detection of the fault, it is not possible to initiate a safe state (for example due to the welding of the
contact in the output device), it may be sufficient that the output OTE only provides a warning signal.
For PL r=d, the OTE output must initiate a safe state which is maintained until the fault is cleared.

Cat. 3 m PL...=¢€
| [ — > )
Fault 11 LS B I 01 DC = from low to medium
tolerance = 1 Ty 2 MTTF, = from low to medium
c| Use of basic safety principles
v o Use of “well tried” safety principles
" - L2 *I* > 02 Asingle fault does not lead to the loss of the safety function.
T When reasonably practicable, the single fault must be detected during or before
Dual channel with diagnostic the next safety function request.
Not all faults can be detected. The accumulation of undetected faults leads to
the loss of the safety function.
Cat.4 m PL  =e
[ — > )
Fault 1 e I 01 | DC=High
tolerance = 1 I L MTTF, = High
c| Use of basic safety principles
v - Use of “well tried” safety principles
b G > *I* > o A single fault does not lead to the loss of the safety function.
T Faults must be detected in time before the loss of safety function. For example,

Dual channel with diagnostic immediately upon their occurrence, or when the machine is turned on, or at the
end of the operating cycle. If this detection is not possible, the combination of
two independent faults must not lead to the loss of the safety function.
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Computation of the MTTF - Average time before a dangerous failure occurs

The true reliability of a component is never exactly known, but statistics and reliability theory give us the tools for its
estimation.

The failure rate A is the measure of reliability of a component; it gives the number of failures per unit time (hour).

Its reciprocal, called mean time between 0 Fail Fail
failures, is commonly indicated with the | | |
short form MTBF (mean time between vy V‘ ‘V
: ) . ‘

fallures) or MT.TF (m.ean time to Fa.|lL.1r.e) .« MTTE | |
in case of the first failure after the initial | | |

nl

>

start-up. MTTF is measured in years. - MTBF

For the computation of the PFH_, it is important to know only the MTTF_, i.e. only the faults that can cause a dangerous
system operation.

To help the designer to select which faults to consider, EN ISO 13849-2 (Annexes A to D) provides, for each technology,
a list of relevant faults and the conditions under which it is possible to assume that they cannot occur (faults exclusion).

The list is not exhaustive and, if necessary, additional faults can be added depending on the particular application.

In practice, for each SRP / CSiitis advisable to build a list of all components used and for each of them establish the faults
to be considered on the basis of the list of faults provided in EN ISO 13849-2, then determine if the type of fault is a
dangerous fault, or if has no safety relevance orif can be excluded a priori.

For ease of computation or in case of uncertainty, the standard makes it possible to consider, for each component, 50%
of possible faults as dangerous (worst case), therefore:

MTTF, =2xMTTF

Furthermore, to simplify, the following criterion was adopted:

= |fa "first fFault" directly triggers a second fault, the probability of occurrence of this second fault is the same as that
of the first fault; it follows that the first fault and all those originated by it must be considered as a single fault.If, in
some circumstances, two faults have the same common origin, they must be considered as a single fault (CCF).

* The simultaneous occurrence of two or more faults due to separate causes is highly unlikely (product of two prob-
abilities extremely low on their own) and therefore is not considered. This means that it is generally acceptable
that the simultaneous occurrence of multiple independent faults can generate a hazard.

= Each SRP/CS must be reasonably reliable so that the probability of a “first failure” is low; therefore, MTTF values
of less than 3 years are not considered.

MTTF_: where to get data?

The hierarchical procedure for finding reliability data should be as follow:

3. Use of manufacturer’s data

b. Use of data of table C.1 of the Standard for most commonly used mechanical, hydraulic, pneumatic, electrical com-
ponents for which the failure mechanism is due to wear of materials

c. Use of data of tables C.2 to C.7 for electronic components
d. Select 10 years

The use of data of table C.1 is allowed only if it is possible to prove that good engineering practices have been followed

This means:

* The components selected have been designed and manufactured according to basic safety principles and well tried
safety principles according to ISO13849-2 or other relevant standard. (Confirmed in component’s data sheet).

* The manufacturer specifies that the component is appropriate for the application and operating conditions of the
user.

= The manufacturer of the SRP/CS, declares that the component is used respecting basic and well tried safety princi-
ples according to ISO 13849-2.
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MTTF of parts whose failures are mainly due to ware

For all electromechanical and pneumatic components subject to wear (e.g relays, solenoid valves, switches) the failure
rate increases with the number of worked cycles, therefore their reliability is generally not referred to the working time
but to the number of worked cycles.

The parameter provided by the manufacturers is B, (numbers of cycles until 10% of the components have failed in a
life test, under specified load).

The percentage of B, for which the component has failed dangerously is indicated with B, .

In the absence of detailed information, EN ISO 13849-1 recommends considering 50% of failures as dangerous:

BiﬂD=2XBIH
Knowing the B, , and the average number of operationsin a year (Nop), the value of MTTF_ is derived as follows:
B
MTTF, = 22
0, 7xNop

Then, the useful life of the component must be limited to T, _ (time within which 10% of the components under

consideration fail dangerously).

10D

7.700

This time must be compared with the missison time of the machine (20 years, established by the standard). If the use-
fullife T, , of the component s less than 20 years, the component must be replaced before the expire of its useful life.

Relay example:

B,, =3.000.000 cycles 220 x 16 X 3600
Workload N, = T =0,84x10°
d,, =220 dd/year
_ ; B 2x3x10° B 2x3x10°
hOp =16 h/day (two shifts of work) MTTF, = 100 _ ~ 71 years To- o ~ 71 years
t.o = 15 s (machine cycle) 0,1xN_, 0,84 x 10° No 0,84 x 10°

The useful life of the relay is just over 7 years. The relay must be replaced in the seventh year of operation.

Computation of the MTTF_ of the SRP/CS

The relationship between the reliability of the components, their number in a channel and the total MTTF of the
channelis the following:

N
7 7
MTTF, ~ 2 MTTF,,
i=1
Where MTTF_ is the MTTF value of each component

The formula is also valid for several SRP/CS connected in series to form a channel where the failure of one component
causes the failure of the whole channel.

The MTTFD of a channel greater than 100 years are not acceptable since the PFHd of the SRP/CS must not depend only
on the reliability of the components. An exception is Category 4 where the limit is extended up to 2500 years.

| p' Individual components of a channel may have MTTF values higher than 100 years.
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Example: channel consisting of three components a, b and ¢

a) MTTF, =228

b) MTTF_ = 45662 [ | [ |
) D l a I l b I

Q) MTTF, = 14269

]

1 1 1 1
= + + = 4,38x10°+ 2,19x10° + 7x10-° = 4,5x10°
MTTF, 228 45662 14269

1

MTTF = —————— =~ 223 years Itshould be limited to 100 years up to PL d
P 4,5x1073

In the case of dual channel systems (Cat. 3 and Cat. 4) only one channel needs the computation of the MTTFd, but
if the overall MTTF of each of the two channels have different values (not homogeneous channels), there are two
possibilities:

a. The lower MTTF_ value of the two is selected (worst case)

b. The following formula is used which “re-homogenizes” the two channels. The dual channel system is replaced with
an equivalent architecture having identical MTTF s for both channels.

2
MTTE, = 5 |MTTF,c + MTTF,c, - — p

MTTF. .~ MTTF

Dc7 bcz

MTTF,., e MTTF_, are the MTTF_ values of the two channels.

Once the calculation is completed, the MTTF class is chosen by means of the following table:

Denotations of MTTF Range in years
Low 3<MTTF, <10

Medium 10 <MTTF, <30

High 30 <MTTF, <100

Fault exclusion

The possibility of a fault exclusion is linked to the compromise between the requirement to consider all dangerous
faults and the theoretical possibility that certain type of dangerous fault could not occur.

Fault exclusion is based on:

= The very low probability of occurrence of some faults
* The accepted technical robusteness of a certain type of component, regardless of the application considered
= The technical requirements concerning the application and the type of risk

Since a fault exclusion can lead to a very high PL, a detailed justification of the exclusion must be provided in the techni-
cal documentation.

For new components or components that are not in the lists of ISO 13849-2, an FMEA analysis (see IEC 60812) must be
carried out to establish the faults that must be considered for these components and those that can be excluded.

IF dangerous faults can be excluded for a component, the contribution of the component to the MTTF is zero.

For electromechanical components, the analysis on the fault exclusion must be conducted separately for the
mechanical part and for the electrical part, considering the environmental conditions and possible external influences.
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Choice of diagnostic techniques and DC computation

IFit is supposed:

* That a failure can always occur (otherwise there would be no reason to define the MTTF)

* That the mechanisms for faults detection are not all equally efficient and immediate (it depends on the type of
fault, for some faults it may take longer time) and that it is not possible to be able to detect all faults

= However, by adopting suitable circuit arrangements, it is possible to detect most of the dangerous faults

then it's possible to define a DC parameter that specifies how efficient the system is in detecting its own malfunctions
"in time" (in time means before a second dangerous fault can occur).

DC computation - General rule

The DC parameter is expressed as the ratio between the failure rate of dangerous failures detected by the implemented
self-diagnostic measures, Add, and the failure rate of all possible dangerous failures Ad (detected and undetected).

2 rad
cC= ——
2 1

Knowing Ad and the percentage of fault coverage provided by the diagnostic measures implemented, it is possible to
derive Add (detectable) and Adu (not detectable) and then compute the value of DC for the entire subsystem.

D

DC computation -Simpled method

This simplified method is based on the diagnostic techniques listed in Table E.1 of the Standard. Table E: 1 provides a
list of 34 different diagnostic techniques divided into three families (For input circuits, for processing logic, for output
circuits). If the designer decides to use diagnostic techniques to increase fault coverage, he can choose the preferred
techniques among those listed in Table E.1 that best suit its application. A variable fraction of DC coverage ranging
from0% to 99% is assigned to each technique.

= (0% =the selected technique does not detect dangerous faults

* 60% =a low fraction of dangerous failures is detected

= 90% = an average fraction of dangerous failures is detected

= 99% =avery high fraction of dangerous failures is detected

It is also possible to select diagnostic techniques with different DC values for the individual parts. The formula that al-
lows the computation of the DC of the entire system (DC) is

oc, oc, DC,
- +& < 4+ ...t —
MTTF,,  MTTF,, MTTF,,
DC =
7 7 7
_+ 0t ...t
MTTF,,  MTTF,, MTTF,,

Where MTTF_ and DC, are the values of MTTF_and DC of the individual individual components of the subsystem

A part with a low DC and a low MTTF has great weight and leads to a low DC value. A part that is not tested gets a
DC = 0 and contribute only to the value of the denominator. Once the calculation is completed, a DC class is chosen by
means of the following table:

Denomination Range of values
As was done for the choice of the MTTF_, also for the DC the DC DC
Standard does not require knowledge of the exact value for None DC < 60%
the computation of the PFH , but that a choice is made among Low 60% < DC < 90%
four ranges of values. )
Medium 90% < DC<99%
High 99% < DC
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CCF evaluation for redundant architectures
CCFs (Common Cause Failures) are failures due to a single cause that can affect multiple components at the same time.

CCFs can occur simultaneously on multiple components due to a shock, or due to an increase in system stress (e.g in-
crease in temperature, humidity, vibration), or due to electromagnetic interference, or due to design errors.

It is important to consider whether common cause failures can occur. These failures can nullify the effects of redun-
dancy. Indeed, if two or more distinct channels in a multichannel system are simultaneously in a faulty state because of
common cause failures, the entire safety-related control system could lose the protective effect.

For Cat. 2, Cat. 3 and Cat. 4 it is therefore necessary to implement defence strategies in order to reduce the probabil-
ity of having CCF. Reduction of the coupling factor between two indipendent channels, choice of robust components,
increase of the inherent reliability of the system and keeping the operating environment within the design constraints
are some of the defence strategies.

ISO 13849-1 presents a list of 10 measures in Table F.1.
The measures are grouped into the following categories:
Separation / segregation

Physical design Diversity / redundancy

Complexity / design / application / maturity / experience

Analysis Data evaluation / analysis and feedback
Human problems Expertise / training / safety culture of designers
Environment problems EMC / Environmental control / pollution of fluidic systems

A score is assigned to each of the measure listed in the table. The total sum is 100. A score of 65 or better must be
achieved. With a score of 65 it is conceivable that the residual fraction of common cause failures is less than or equal to
2%. If, on the other hand, the total score is less than 65, further measures must be taken.

The highest credits are assigned to measures against environmental influences (25 points) and to the use of different
technologies / physical principles for the two channels in a two channel system (20 points).

Diversity example:

Two position switches used in combination, one directly mechanically operated and one indirectly mechanically
operated as shown in the table below:

Mechanic Drive  Guard close Guard open  Working mode Behaviour example in case of failure
The plunger (actuator) is held down by a cam until
the guard is not closed. The output will remain in the safe state
Direct When the guard is closed, the output changes status When the guard is open even if the
spring breaks. as a result of the action of the return  SPMN9 breaks.
spring.
The plunger (actuator) is held down by a cam until
the guard is closed. If the spring breaks, the output may be
Indirect in an unsafe state even if the guard is
When the guard is not closed, the output changes  gpen.
status as a result of the action of the return spring.
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Output made by a combination of a mechanical Vee Driver 1

switch in series with an electronic switch.
Channel 1
Each measure on Table F.1 must be evaluated. The

related score is assigned only if the measure has
been fully applied; in the case of partial adoption, K1 o K1
the associated scoring is zero.

Driver 2

\l | Channel 2

Output

Simplified method for estimating the quantifiable part of the PL

After having chosen the category, verified that CCF scoring has been respected (for redundant architectures), found
MTTF_, and DC values, the PL and the PFH_ can be derived directly from table K.1 of the Standard.

The values of table K.1 have been computed by applying Markov analisys to the designated architectures of the 5 cat-

egories. Therefore, if the simplified method of the Standard is used, it is not possible to make exceptions regarding the

Categories. The values of table K.1 have been calculated assuming that:

= Mission time = 20 years

= Constant failure rate throughout the mission time

» For Category 2: The test frequency is at least 100 times higher than the frequency of demand of the safety
function and the MTTF of the test channelis greater than half the MTTF of the functional channel

Table K.1 is read as follows:

The calculated MTTF, value is identified in a row of the left column and, after identifying the column corresponding to
the implemented Category and the calculated DC, the PL and the PFH, value are found.

Probabilita media di un guasto pericoloso per ora (1/h) e corrispondente livello di prestazione (PL)
MTTFy di ogni canale Cat.B PL Cat. 1 PL Cat.2 PL Cat.2 PL Cat.3 PL Cat. 3 PL Cat. 4 PL
ann DCyy= nessuna DCyyy = nessuna DC.y, = bassa DC.y = media DCav =bassa DCyyy =media DCyyy =alia
15 761 = 10= b 453 x10% b 3,0 =108 b 182 % 10% C T x0T d
16 TA3 = 105 b 421 %105 b 277 %108 C 1,67 x 10 C 6,76 =% 107 d
18 6,34 = 108 b 3,68 x 10 b 237 %105 [ 1,41 x 108 [ 5,67 =107 d
20 5,11 x 10% b 3,26 x10% b 206 = 10% [ 122 x 108 [ 485 %107 d
22 519 = 0% b 283 =105 C 182 =105 [ 1,07 = 108 [ 421 =107 d
24 4,76 10+ b 2,65 x 10+ C 1,62 =108 [ 947 x 107 d 3,70 =107 d
27 423« 105 b 232 %105 C 130 =105 [ 8,04 > 107 d 310107 d
30 380 x 106 b 2,06 = 10 c 121 x10% c 694x 107 d 285 %107 d 954 x10s e
33 346 % 10= b 185 x 10+ C 1,06 %108 C 594 =107 d 230107 d BATx 104 [
36 IAT A0S b 1,67 x 105 C 939107 d 5,16 x 107 d 2,01 2107 d TITx 108 [
39 293 x 108 C 1,63 x 108 C 840107 d 453 x 107 d 178107 d Tiix 108 e
43 2,65 x 105 [ 137 <105 C T34 =107 d 387 x 107 d 1,54 %107 d Raz
47 243 x 10 C 1,24 x 10+ C 6,49 = 107 d 335 x 107 d e
51 224 %10 C 1,13 <105 C 5RO 107 d o
56 2,04 x 0% C 1,02 = 104 [
62 184 =10+ -
68
e
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If it is needed only the PL value, then the graph of figure 5 of the standard can be used.

The combination of category and DC identifies one of the seven columns; the calculated MTTF, range determines
which part of the column to consider. The corresponding PL value can then be read directly on the left side of the graph.

B MTTF, = low Bl MTTF, = medium BMTTF, = high

................................................................

...............................................................

................................................................

Performance Level
a (a}

Cat.B Cat. 1 Cat. 2 Cat. 2 Cat. 3 Cat. 3 Cat. 4
DC=0 DC=0 DC = low DC = med. DC = low DC = med. DC = high

Fig. 12. ISO 13849-1 - Figure 5

It may happen that the part of the column chosen includes two or three possible PL values (e.g in the case of Cat. 3,
DC = medium and MTTF_ = low, the following three values are possible: PL b, PLc, PL d) in these cases, table K.1 is used
to get the correct PL value. As can be seen from Figure 5 for each Performance Level specified are available different
choices. As an example from Table 5 it can be seen that for a system having PL of “c” the following five alternatives are
possible:

= Category 3 with MTTF_ = Low and DC medium

= Category 3 with MTTF_ = Medium and DC low

= Category 2 with MTTF_ = Medium and DC medium

= Category 2 with MTTF_ = High and DC low

= Category 1 with MTTF_ = High

Estimation of the PL based only on the Category information

This method is applicable only to the output subsystem of an SRP/CS. If for mechanical, hydraulic or pneumatic com-
ponents (or components comprising a mixture of technologies) no application-specific reliability data are available, the
machine manufacturer may evaluate the quantifiable aspects of the PL without any MTTF | calculation.

For such cases, the safety-related performance level (PL) is assured by the Category and by the measures against CCF.
The next table shows the relationship between achievable PL and Categories.

PFH, (1/h) Cat.B Cat. 1 Cat.2 Cat. 3 Cat. 4
PLa 2*10° * 0 0 0 0
PLb 5%10° * 0 0 0 0
PLc 1,7%10° - *2 *1 0 0
PLd 2,9%107 - - - *1 0
PLe 4,7%10° - - - - *1
Applied category is recommended
0 Applied category is optional
- category is not allowed
*1 Proven in use or well-tried (confirmed by the component manufacturer to be suitable for particular application) components and
well-tried safety principles must be used
*2 Well-tried components and well-tried safety principles must be used. For safety-related components that are not monitored in the

process, the T10, value can be determined based on proven in use data by the machine manufacturer.
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PL a and PL b can be reached by using Category B; PL c can be reached by using Category 1 or Category 2; PL d can be
reached by using Category 3; PL e can be reached by using Category 4.

Furthermore:

» if Category 1isusedtogetaPLc, itisessential:

- todetermine, for the components involved, the T, |
in use” data provided by the machine manufacturer

» if Category 2 is used:

- well tried safety principles and well tried components declared suitable by the component manufacturer for the
particular application must be used

- MTTF, of the test channel must be at least 10 years
- DC must be low or medium
- Measures to control CCF must be in place
» if Category 3 is used:
- well tried safety principles and well tried components must be used
- DC must be low or medium
- measures to control CCF must be in place
» if Category 4 is used:
- well tried safety principles and well tried components must be used
- DC must be high
- measures to control CCF must be in place

value. This value can be determined on the basis of “proven

Since formula E.1 of the standard cannot be used for the computation of the DC due to the unavailability of the MTTF
values, the DC must be derived simply as the arithmetic average of the individual DC values of the components of the
output subsystem.

Proof that the component is “proven-in-use” is based on the failure analysis of the component over a long period of
time used in the same specific configuration and for that particular application. There must be documented evidence
that the probability of dangerous systematic failure of that component in that specific application is low enough for the
required PL value.

The concept of a “proven in use” component is a concept of the IEC 61508 standard.

Combination of several SRC/PS to achieve the overall PL

Where the safety-related function is made by a series connection of several subsystem, e.g safety light curtains, control
logics, power output, and if the PFH, values of the subsystem are known, than the PHF of the combined SRP/CS is the
sum of all PFH, values of the N individual subsystem.

The standard proposes two methods; a detailed one if for the single subsystem, in addition to the PL, also the PFH_ is
known and a simplified one if only the PL is available.

Detailed method

IF the PFH_ of the single subsystem is known, the total PFH_ is equal to the sum of the PFH_ values of each subsystem.

Sensor Control unit Actuator
PL=d PFH,, PL=e PFH_, PL=e PFH_,

PFH_ =PFH_, + PFH_, +PFH__
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The PL of the SRP/CS is derived by entering the total PFHD value in the following table.

PL Average probability of dangerous failure (PFH )
3 >10°to< 10

b >3x10°to<10°

C >10°to<3x10°

d >10"to<10°

e >10%to <107

Fig. 13. Table 3 of ISO 13849-1 standard: Performance levels (PL)

Numerical Example:

Sensor Logic Actuator
PFH_ =2x10*® PFH_ = 3,5x10® PFH_ = 5x107

PFHD(SRP/CS) =2x10%+ 3,5x10%+5x107=5,55x 107

PL Average probability of dangerous failure per hour (PFH,)
1/h

a >10%a< 10"

b >3x10%a<10°

C >10%3<3x10°

d < >107a<10° <

e >10%3 <107

The PL corresponding to the PFH_ thus calculated is then limited by systematic constraints. The total PL cannot be
greater than the lowest PL of all the subsystems that realize the safety function.

Limitation example:

Light curtain PLC Power drive
Cat. 2 -Type 2 Cat. 4 SIL2
PLc PLe PLd
PFH, = 3,3x10%® PFH,=2,7x10% PFH, = 2,3x107

The safety function consists of a Type 2 Photoelectric light curtain, PL ¢, a PL e control unit and a PL d drive

Summing the PFH_ values it results:

PFH, =3.3x10% + 2.7x10® + 2.3x107 = 5.33 x 107

—
PL Average prabability of dangerous failure per hour (PFH,)
Entering 5.33x107-7 into the table, it 1/h
follows that the resulting PL should be 3 \ 51053 < 10%
PLd b \  =3x10%<10°
c \  =10°a<3x10°
d V. >1073<10°
e >10%a <107
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However, remembering the constraints due to systematic failures to which Type 2, photoelectric light curtains are
subjected::

ESPE TYPE PL SIL
2 a,b,c 1
3 a,b,cd 1,2
4 a,b,cde 1,2,3

Fig. 14. Maximum PL for a safety function using safety light curtains
It comes that the maximum PL that can be reached by the safety function is limited to PL ¢

Simplified method

IF it is known only the PL of the individual subsystems, an estimate PL of the combination can be derived by using the
following table:

PL (low) n (low) PL
>3
a
<3 e a
>2 -> a
b
<2 > b
>2 - b
C
<2 -> C
>3 -> C
d
<3 > d
>3 —> d
e
<3 -—> e

Fig. 15. Table for total PL computation

If the PFHd values of all individual SRP/CSs are not know: Locate the part with PL = PL low. Find the number of parts
having PL = PL low

1. Identify the part with the lowest PL ""PL ("low)" first column

2. ldentify the number of parts with the lowest PL “"n ("low)" second column
3. TheThe total PL is found in the corresponding row of the third column

| p The PL found through this approximation refers to PFH_ values that are in the middle of the range of
the corresponding PL

45



SAFETY GUIDE

In the proposed example of Fig. 15:

PL (low) n (low) PL
>3
a
<3 -> a
>2 —> a
b
<2 -> b
>2 > b PLlow=c
¢ <> - c < N Low = 1
>3 . c Total PL=c¢
d — -6
<3 . g PFH, =2x10
>3 —> d
e
<3 -> e

Subsystem interconnections
It is also necessary to give particular attention to the interfaces between subsystems:

The safety aspects related to the interfaces and connections between SRP/CS (e.g conductors or data communication
bus) must be included in the PL of one of the associated subsystems, otherwise connection errors must be excluded or
negligible.

The cascade of safety subsystems must have compatible interfaces. Each subsystem output must be suitable for initiat-
ing the safe state of the downstream subsystem.
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IEC 62061 Safety of machinery — Functional safety of safety-related electrical,
electronic and programmable electronic control system.

IEC 62061 is derived from IEC 61508 — Functional safety of safety-related electric/electronic/programmable electronic
control systems.

mable electronic systems. This Standard consists of seven sections. The first three sections specify the safety
requirements for hardware, software and safety management, the rest are of an informative nature and offer
support for the correct application of the former parts.

I:o», IEC 61508 is the international reference standard on functional safety of electric, electronic and program-

IEC 62061 retains the features of IEC 61508, but simplifies safety requirements ( both hardware and software) adapting
them to the specific needs of industrial machinery.

Safety requirements are considered only for “high demand mode”, i.e. request of the safety function greater than once
ayear.

Management of functional Safety

All design aspects needed to attain the required level of functional safety, starting from assignment of the safety re-
quirements specifications to the design management, to validation up to the instructions for safe use, shall be decided
and defined before initiating the design.

Each design shall have its own Functional Safety Plan properly written, documented and duly updated as necessary. The
Functional Safety Plan shall identify individuals, departements and resources needed for design and implementation of
the safety system.

Safety Integrity Level (SIL)

A Safety Control System( SCS), in order to be suitable to perform the assigned safety function in the specified operat-
ing conditions and all the way through the mission times shall have some degree or level of safety integrity (SIL). Three
levels are defined, where safety integrity level 3 has the highest level of safety integrity and safety integrity level 1 has
the lowest. The SIL must be defined for each safety-related function resulting from risk analysis.

For each safety function a methodology is given for:

* The allocation of the Safety Integrity Level (SIL)

* The assignment of the safety requirements specification (SRS) and functional requirements specifications
* The design of the SCS implementing the safety function

= The validation of the SCS

SIL allocation

A method for SIL allocation is given in Annex A (although the Standard accepts in addition the techniques described in
IEC 61508-5). According to Annex A, The SIL is determined by the following risk parameters:

= Severity of the injury -Se
= Probability of occurrence
of such injury

The probability of occurrence

of the injury beeing a function Severity of
of: SIL _ the injury and
* frequency and duration SE
of the exposure to the
hazard, FE Ability to avoid or limit the injury Av

* probability of occurrence
of a hazardous event Pr

= ability to avoid or limit the
injury, Av

47



SAFETY GUIDE

It comes that for each identified hazard the the following parameters must be assessed:

* Degree of severity (Se) of the harm
= Frequency and time (Fr) of exposure to the hazard
= Probability of occurrence of the dangerous event (Pr) associated for each machine operating mode

= Possibility to avoid the hazard (Av). The more difficult it is to avoid the hazard the higher is the number
representing AV

Severity (Se)

The severity is decided on the basis of the consequences of an injury.

Consequences Severity (Se)
Irreversible: death, loosing an eye or arm 4
Irreversible: broken limb(s), loosing a finger(s) 3
Reversible: requiring attention from a medical practitioner 2
Reversible: requiring first aid 1

Fig. 16. Table A1 - Severity (Se) classification

Frequency and duration of the exposure (Fr)
* The average interval between exposures and therefore the average frequency of exposure is estimated by
considering the following aspects:
- All modes of use (normal operation, maintenance)
- The nature of access(manual feed of materials, settings)
- Time spentin the hazard zone
- Frequency of access

Frequency and duration of exposure (Fr) classification

Frequency of exposure Duration of exposure = 10 min Duration of exposure < 10 min
>1perh 5 5
<1perhto=>1perday 5 4
<1 perdayto=1per2weeks 4 3
<1 per 2 weeks to > 1 per year 3 2
<1 peryear 2 1

Fig. 17. Table A2 - Frequency and duration of the exposure (Fr)

Probability of occurrence of a hazardous event (Pr)

This parameter can be estimated by taking into account the

- ] . . ] Probability of occurrence Probability (Pr)

human behaviour (stress, skills, machine complexity) with re- Y Y
gard to interaction with the parts of the machine relevant to Very high 5
the hazard. Likely 4
Very high probability of occurrence of a hazardous event Possible 3
should be selected to consider the worst case.

Rerely 2
For any lower values to be used, high level of user compe- Negligible ]
tences and well-defined knowledge of the application are
required.

Fig. 18. Table A3 - Probability (Pr) classification
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Probability of avoiding or limiting harm (Av)

Takes into account:

= Sudden, fast or slow speed of appearance of the hazardous event
= Spatial possibility to withdraw from the hazard

* The nature of the component

= Possibility of recognition of a hazard

Probability of avoiding or limiting harm (Av)

Impossible 5
Rarely 3
Probable 1

Fig. 19. Table A4 - Probability of avoiding or limiting harm (Av) classification

Warning: the choice probable should be selected only f the hazard is clearly recognizable and if there is sufficient time
to take counteractions or to leave the hazardous area.

The sum of the scores for the attributes of frequency, probability and avoidance provides the probability class (Cl) of
the hazard:

Cl=Fr+Pr+Av

The following SIL allocation matrix, will help finding the SIL to be assigned to each safety-related function by cross-
referencing on the matrix the actual Cl to the identified degree of severity (Se) identified.

Table A.6 — Matrix for SIL assignment

. Class Cl
Severity
Consequences Se
4 5-7 8-10 11-13 14-15
Death, losing an eye or arm 4 SIL2 SIL2 SIL2 SIL3 SIL3
Permanent: losing fingers 3 OM SIL1 SIL2 SIL3
Reversible: medical attention 2 OM SIL1 SIL2
Reversible: first aid 1 oM  SIL1

Fig. 20. Table 3 of IEC 62061
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Assignment of the safety requirements specification (SRS) and functional requirements
specifications

Safety requirements specification (SRS) must include at least the following machine characteristics:

= Cycle time
- response time performance
- environmental conditions
- switching frequency and duty cycle for electromechanical devices, if used.
= Man-machine interactions
= Machine behavior under normal working conditions
= Required reaction of the safety function

Functional requirements specification shall describe details of each safety function, in particular:

= Description of the safety function

= Conditions of reset and conditions of re-starting after actuation of the safety function
= Response time

= |nterfaces of the safety function with the other parts of the machine control system

= Operating mode of the machine in which the safety function shall be active or disabled

Design process of an SCS

Each safety function shall be described in terms of:

» QOperational requirements (mode of operation, cycle time, environmental conditions, response time, type of inter-
face with other components or subsystems, EMC level, etc.)

= Safety requirements (SIL).

Each safety-related function shall be broken down into subfunctions, e.g. subfunction for input signals, subfunction for
logic data processing, subfunction for output signals.

A subsystem is than associated to each subfunction.

Subsystems may be made of components of any technology, electrical, electronic, pneumatic, hydraulic, interconnected
each another. Single components are called subsystem elements.

The technical implementation of a SCS will therefore assume a typical structure as shown in the figure (example of an
access control implemented via a photoelectric barrier).

Subsystem 1 Subsystem 2 Subsystem 3
E.g: Photoelectric curtain E.g: PLC E.g: Actuator

Fig. 21. Typical structure of a SCS
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An SCS can implement more safety functions. Each safety function can be made of several subsystems. A subsystem
can share more subfunctions.

Safety function 1

Subfunction 1 Subfunction 2 Subfunction 3
Sensor Logic Output
Subsystem 1 Subsystem 2 VSal:iZSbylzt:n;Z: d
Photoelectric curtain PLC €SP
driver
SIL achieved by SCS are
computed separately for

each safet functions
A subsystem

can share more

Sensitive mat Relay assembly
E Subfunction 1 Subfunction 2 Subfunction 3 i
H Sensor Logic Output H

Safety function 2

Fig. 22. Fig. 3 General structure of an SCS

If a subsystem shares safety functions of different safety integrity levels, its hardware and software shall be treated as
requiring the highest safety integrity level.

If a subsystem implements both safety functions and other functions, then all its hardware and software shall be treat-
ed as safety-related unless the safety functions and other functions are sufficiently independent.

If digital data communication is used as a part of an SCS, it shall satisfy the relevant requirements for functional safety
fieldbuses (IEC 61784-3) in accordance with the SIL target of the safety function.

Use of a pre-designed subsystem

itis possible to combine subsystems designed with this standard with subsystems designed with other safety standards.
Table 4 of IEC 62061 provides a correspondence with SIL or PL values of subsystems designed with other standards.

IEC 62061 IEC 62061 IEC 61508 ISO 13849
PFH SIL at least... at least...
<10° SIL1 SIL 1 PLb,c
<10° SIL 2 SIL 2 PLd
<107 SIL 3 SIL 3 PLe

Fig. 23. Table S4 - Required SIL and PFH of pre-designed subsystems
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Column IEC 61508 includes SIL-based standards that fulfil the same architectural constraints, such as IEC 61800-5-2 and
IEC 60947-5-3.

Itis not possible to identify a perfect one-to-one correspondence between PL and SIL; however, it is possible to compare
the probabilistic part of PL and SIL because they use the same concept to define the degree of resistance to failures,
i.e. the PFH, even if it is possible to compare the ranges but not the exact values because the calculation methods used
are not the same in both standards.

Moreover, some restrictions are imposed:

* The correspondence with ISO 13849-1 does not apply to subsystems using complex components and PLb does not
correspond to SIL1 in case of a Category B structure.

= No correspondence can be assumed between IEC 62061 and IEC 61511 (all parts) or ISO 26262
PFH as a target parameter to measure the hardware safety integrity of the SCS

The parameter used to define the safety performance of the SIL (Safety Integrity Level) is the probability of dangerous
failure/hour (PFHA). The higher the SIL, the less likely the SCS does not perform the required safety function.

The SIL must be defined for each safety-related function resulting from risk analysis.

Table 3 of the Standard gives a correspondence between SIL and PFH

SIL limits and PFH values

SIL PFH values
1 <10-5
2 <10°
3 <107

Fig. 24. Table 3 -SIL limits and PFH values

Determining f the PFH of the SCS

The PFH of an SCS is the sum of the individual values of all subsystems’ PFH participating in the realization of the SCS
and shall include the probability of dangerous transmission errors (PTE) for any digital data communication involved.

PFH scs = PFH subsystem 1 + ... + PFH subsystem n +PTE

Hardware wiring connecting subsystems are part of systematic integrity and possible dangerous failures on the wiring
shall be detected by online diagnostics.

Determining the SIL of the SCS

After having derived the PFH of the SCS, the resulting SIL is found from Table 3. It comes that the maximum SIL is limited
by the sum of the PFH values of all subsystems.

The SIL of the SCS can only be equal to or less than the lowest SIL of any of the subsystems participating in the realiza-
tion of the SCS. However, the PFH values of the single subsystems are not restricted (For example, a SIL 2 subsystem can
have a PFH lower than 107).

Example:

Subsystem 1 Subsystem 2 Subsytem 3
(detection, input) (evaluetion, logic) (reaction, output)
SIL2 SIL 3 SIL2
PFH = 1'5)(1 08 PFH=2x10"° PFH=4x10%
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PFH. = 1,5x10® + 2x10° + 4x10® = 5,7 x 10°®

SIL limits and PFH values

SIL limits and PFH values

1 <10-5

2 <10-6

3 <10-7 -

It comes that the SIL of this SCS, despite the overall PFH value being suitable for a SIL 3, is limited to SIL 2, being SIL 2
the lower SIL of the three subsystems.

In addition, the safety integrity of the SCSiis limited also by the systematic capabilities (for example, environmental influ-
ences, EMC, and detection principle).

Requirements for systematic safety integrity
The value of PFH is only one of the parameters that contribute to SIL assignment.

In order to claim a SIL, it is also necessary to prove that all the requirements relating to:

* The avoidance of systematic hardware failures

* The control of systematic failures

= The use of robust and reliable components (complying with product standards, where available)
*= The environmental conditions in which the safety system will have to operate

have been taken into consideration and complied with and, if it was necessary to write software, to have adopted all the
organizational and design aspects relevant for the target SIL.

Safety measures with regards to electromagnetic phenomena

The SCS shall not be affected by electromagnetic Interference to the point of disturbing or making the safety function
ineffective in a way that could lead to an unacceptable risk.

Adequate performance with respect to electromagnetic disturbances is therefore mandatory.

When available, only electrical and/or electronic devices or apparatus which meet the requirements of the relevant
product standard regarding immunity against electromagnetic phenomena should be used. Examples of such product
standards are IEC 61326-3-1, IEC 61800-5- 2, IEC 61496-1, IEC 60947-5-3 (CD stage).

If no dedicated product standard exist addressing electromagnetic influences on functional safety aspects, the generic
standard IEC 61000-6-7:2014 should be applied. A comprehensive safety analysis regarding the effects of electromag-
netic disturbances on the SCS shall be carried out to derive the immunity limits that are required for the SIL needed.

For pre-designed subsystems according to this standard, the foreseeable electromagnetic threats in the real environ-
ment of the equipment should be considered in the SRS. The immunity requirements should be based on the generic
standard IEC 61000-6-7:2014 if for the subsystem no relevant dedicated product-family or product standard addressing
electromagnetic influences on functional safety exists. For pre-designed subsystems designed according to PL a or PL
b of ISO 13849-1 follow the EMI standard applicable is IEC 61000-6-2:2014.

For the integration of SCS into the electrical equipment of the machine EMI measures according to Annex H of IEC
60204-1 should be applied. In particular:

= Avoid large conductive loops, do not install different electrical wiring systems in common routes, (e.g., power sup-
ply, communication, control and signal cables)
= Use RF-filter and overvoltage and transient protection for safety related input/output signals

* |f applicable, shielded and earthed cables for motors or sine filter between motor and inverter or equivalent
measures
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Safety-related application software

When developing application SW, it is preferable to separate SW performing non-safety basic machine functions from
safety related functions. Where the software performs both non-safety and safety functions, then all the software shall
be treated as safety related.

Configuration management processes and modifications management processes shall be defined and documented.
Software configuration management shall allow a precise and unique software version identification.

Modifications or changes to SW shall be subject to an impact analysis that identifies all software parts affected and the
necessary re-design, re-review and re-test activities to confirm that the relevant software safety requirements are still
satisfied.

The Standard describes two different levels of application software: SW level 1 and SW level 2. SW level 3 is not ad-
dressed in this Standard.

SW Level 1

This is an application software making use of a limited variability language (LVL) due to the use of pre-designed hard-
ware and software modules. Example of systems using LVL: Safety PLC with LVL or Safety programmable relay.

The following languages are LVL: ladder diagram, function block diagram and sequential function chart.

Clause 8.3 of the standard gives detailed requirements regarding the SW safety life cycle, SW design, Module design,
coding, testing, modification management and documentation.

Software safety requirements specification shall be developed for each subsystem based on the SCS specification and
architecture, documented, and managed throughout the lifecycle of the SCS.

A SW safety lifecycle model like the simplified V-model can be used.

Software safety Software Software Tested
requirements design testing software
Review
Software design Reviewed
specifications w Software
Coding J

Fig. 25. V-model for SW Level 1

The left side represents requirements i.e., things to achieve. The right-side details testing of the software.
The output of each phase shall be checked against the requirements of the input of the same phase.

It is recommended to use pre-designed approved software modules wherever possible but, if the library modules pro-
vided by the manufacturer is not satisfactory, the design of customized software modules can also be developed ac-
cording to this simplified V-model.

Each module which was not previously assessed shall be tested against the test cases. Software testing shall include
failure simulation and the associated failure reaction depending on the required safety integrity.

54



SAFETY GUIDE

SW Level 2

Software Level 2 is introduced to support Full Variability Language (FVL). Example of systems using FVL: Safety PLC with
FVL complying with this Standard.

The following languages are FVL: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, and SQL.
The maximum achievable SIL for SW level 2 is SIL 2.

SW levels 2 is of increased complexity in comparison with SW level 1 due to the use of fully variable programming lan-
guages. Therefore, a more detailed V-model shall be used.

Software safety Software Test . Tested
requirements design software

Review
. Software system Test Software integratrion
Software design design testing Tested
specification integrations
Reviee
Software system Module Test Module Tested modul
requirements design testing ested modules
Review
Module design w Reviewed
specifications Coding J code

Fig. 26. V-model of software safety lifecycle for SW level 2

The left side represents requirements, i.e., things to achieve. The right-side details testing of the software.

Clause 8.4 of the standard gives detailed requirements regarding the SW safety life cycle, SW design, Module design,
coding, testing, modification management and documentation.

The design shall include self-monitoring of control flow and data flow appropriate to the SIL of the SCS.

The inputs of the software design specification must be related in a straightforward manner to the desired outputs and
vice versa.

The SW system design shall follow a modular approach with a limited module size, a fully defined interface and one
entry/one exit point in subroutines and functions. Each module shall have a single, clearly understood function. The
maximum module size shall be limited to one complete safety function.

Where previously developed software library modules are to be used as part of the design, their suitability in satisfying
the safety requirement specifications of the SW shall be demonstrated.

Integration test cases of the SW shall be performed and documented.

Software testing shall also include failure simulation and the related failure reaction. Functional testing as a basic meas-
ure shall be applied. Code should be tested by simulation where feasible.

Testing of software includes two types of activities: both Static analysis and dynamic analysis shall be performed.
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SW level 3
For application SW compliant with SIL 3, IEC 61508-3 must be applied.

A high level of competence is required to design according to SW level 3. Factors that make the use of IEC 61508-3 for
SW level 3 more appropriate than the use of SW 2 are:

* High degree of complexity of the safety function
= Large number of safety functions
= Large projectsize.

Design and development of subsystems

Step one - Choice of the architecture (structure)

The standard proposes four predefined architectures and for each of them provides a simplified formula for computa-
tion of the PFH.

The four architectures are differentiated by the hardware fault tolerance (HFT), and for the presence (or absence) of
diagnostics.

The four architectures correspond to the most popular configurations used in the field of safety of machinery.

A hardware fault tolerance of N means that the subsystem tolerates up to N failures before losing his safety perfor-
mance. N +1 faults could cause a loss of the safety function.

When defining the fault tolerance of an architecture no credit is given to additional measures that can control the ef-
fects of faults, such as diagnostics.

For architecture B and D the two channels mist be sufficiently independent; i.e. designed in such a way that a single
channel is able to carry out the function independently from the other. The same apply to the architecture C for the
functional channel with respect to the diagnostic channel.

Subsystem architecture A:
HFT =0 - Single channel without diagnostic function

Subsystem element 1 Subsystem element n
A A

De1 Den

Fig. 27. Basic subsystem architecture A

Any dangerous failure of a subsystem element causes the loss of the safety function.

(1) PFH=A,, , # ... A

A, is the dangerous failure rate of an element of the single channel.

Comparison with EN ISO 13849-1:

v
—

v
O

Cat. B (PLmax=b) e Cat. 1 (PLmax =¢)
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Subsystem architecture B
HFT =1 - Dual channel without diagnostic function

4 )
e—— | Subsystem element 1
A

De1

AV J

! Common cause failure

4 N
Subsystem element 1

De2

AV )

Fig. 28. Basic subsystem architecture B

Asingle failure of any subsystem element does not cause a loss of the safety function

(2) PFH=(1-BFxA XA, xT, +Bx(A,, +A,,)/2

- A, is the dangerous failure rate of an element of the first functional channel.

A,., is the dangerous failure rate of an element of the second functional channel.
- T1is the useful lifetime or the proof test interval, whichever is the smaller. In any case not exceeding 20y
- [Bis the susceptibility to common cause failures.

No correspondence with the categories of EN ISO 13849-1

Subsystem architecture C:

HFT =0 Single channel with a diagnostic function

Subsystem element 1

De1

Element performing Element performing
fault dlagnostlcs fault reactlon

Fig. 29. Basic subsystem architecture C

Any undetected dangerous fault of a subsystem element of the functional channel leads to the loss of the safety func-
tion. When a dangerous fault of a subsystem element of the functional channel is detected by the diagnostic function,
the diagnostic function itself initiates a fault reaction.

n

n n 7
i=1 i=1

i=1
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With

4 A_ =B x min Z , Z
( ) c« ﬂ /]Dei /]D/-'H/
i=1

and

i=1

Z (DC}X/]Dei}
i=1

(5) DC =

Then;

n
z ADei
i=1

Subsystem element(s)

D

3

Y

A

where:

T1 is the useful lifetime or the proof test interval, whichever is the
smaller. In any case not exceeding 20y

A, is the dangerous failure rate of element ei within the single
functional channel.

nis the number of elements of the single functional channel.

)\DFHj: ?\DFDJ. + 7\DFRJ is the failure rate of the elements number j
within the single channel that realizes the fault handling function.

m is the number of elements of the single channel that realizes the
fault handling function(s)

DC,is the diagnostic coverage for element ei of the single functional
channel.

B3 is the susceptibility to common cause failures of the functional
channel and of the diagnostic channel.

If the diagnostic function is performed by a separate
subsystem within the SCS

Ve

AU

~

Separate subsystem(s) —
within the SCS involved
in performing the safety
function and providing
diagnostics and fault
reaction for the subsys-

tem C

)

=0

D FH ]

B < 2%- due to the separation of the two subsystems and the equations simplify to:

event occurs.

(6) PFH=(171-DC)xA, +..+(71-DC )x A,

The test rate of the diagnostic functions must be at least a factor of 100 higher than the demand rate of the safety func-
tion and the time needed for the fault reaction must be short to bring the system to a safe state before a hazardous

Alternatively, the test can be performed periodically. In this case the sum of the test interval, plus the time needed to
detect a fault plus the time needed to bring the system to a safe state is shorter than the process safety time.

The test can also be performed immediately upon any demand of the safety function. In this case the time needed to
detect a fault and to bring the system to a safe state must be shorter than the process safety time.

Comparison with EN ISO 13849-1
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Fig. 30. Subsystem architecture D
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Subsystem element 1 ji
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De2

1

Subsystem element 2

}
8

For subsystem elements of the same design:

Common cause failure

(7) PFH=(1-8)’x[DCxT,+(1-DC)xT ]xA, + BxA,

For subsystem elements of different design

(8)PFH =(1-BF x[A,,, XA, ,x(DC,+DC,)xT,/2 +A, XA, ,x(2-DC-DC,)xT,/2+8x (A, XA, )/2

Where
T, is the diagnostic test interval.

T, is the useful lifetime or the proof test interval, whichever is
the smaller. In any case not exceeding 20y

{3 is the susceptibility to common cause failures.

A, is the dangerous failure rate of subsystem element 1.
A, is the dangerous failure rate of subsystem element 2.

DC, is the diagnostic coverage for subsystem element 1.

DC, is the diagnostic coverage for subsystem element 2.

Asingle dangerous fault of any subsystem element does not cause a loss of the safety function. Where a fault of a sub-
system element is detected by the diagnostic function, the diagnostic function itself initiates a fault reaction.

The diagnostic function is performed continuously, and the sum of the diagnostic test interval and the time needed
to perform the specified fault reaction, in order to bring the system to a safe state, must be shorter than the process

safety time.

Comparison with EN ISO 13849-1

m
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!
C
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< ———— >
12 e 12 | 02

Cat.3(PL_, =d)
Cat. 4 (PL=¢)
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Step two - Determination of the parameters A, A, A, A, A,

dd?
General considerations

For purpose of determining the failure rates of subsystem elements, the following fault criteria shall be considered:

* |f, because of a fault, further components fail, the first fault together with all following faults shall be considered
as a single fault

= Two or more separate faults having a common cause shall be considered as a single fault

* The simultaneous occurrence of two or more faults having separate causes is considered highly unlikely and there-
fore need not be considered

= Certain faults may be excluded, provided that the likelihood of them occurring is very low in relation to the safety
integrity requirements of the subsystem

A basis for fault consideration is given in ISO 13849-2 (Annexes A to D).

For the list of components/elements included in Annexes A to D, are provided:

=  The faults to be considered

= The permitted fault exclusions, considering environmental and application aspects and conditions under which
fault exclusion are permitted

Electrical/electronic components
Determination of A

In general, for this type of components the manufacturer does not provide reliability data because they strongly de-
pend on how the component is used and on the characteristics of the environment.

Reliability data can be found in the set of standards SN 29500 or in the MIL-HDBK 217F or OREDA 2015 or even in the
EXIDA reliability handbook.

Failure rates are expressed in FIT (failure in time)
1FIT=1x10°hours

FIT values are given at reference operating conditions (voltage, current, dissipation etc..) and at the ambient tempera-
ture of 40 ° C. The value givenis A_in FIT.

Example: for a metal fil resistoris A .= 0,2 FIT

If the actual operating conditions are different respect to the reference ones, it is necessary to make corrections using
formulas that are provided in the same document for each family of components.

Determination of A, and A

After having determined A for each subsystem element (e.g. derived by one of the data base mentioned), the different
failure modes of the subsystem element should be considered. It is typically assumed that not all failures modes lead to
a dangerous failure. To determine the failures to consider for each element and to decide whether they are safe failures
or dangerous failures, an analysis technique, such as failure mode and effect analysis (FMEA) or fault tree analysis (FTA)
should be carried out.

In order to undertake this technical analysis, the following information is necessary:

= The hardware schematics of the subsystem describing each component and interconnections between compo-
nents

* For each component the failure modes and associated percentages of the total failure probability

To help the designer, several recognised industry sources are available where to find a list of failure modes together
with the failure mode ratio.
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Example of typical failure modes and failure ratio (%) of some electronic components

Componem Shons Opens Dt
Bipolar transistors &0 0 —
Ficld cffect iransistors 50 10 1]
Ihodes general purpose X m —
Zener 70| 20—
-_-_-_.-_._.____ﬁ_____,__._
20
L Ti] 30 40
Resistors, fixed (film) _ i) 40
Capacilors [ 15 R0 h]
Ceramic T 10 20
Al 30 30 40
Caoils 20 s -

Fig. 31. Failure modes and failures ratio

The process should be as follows:

Categorize each failure mode according to whether it leads to

= Asafe failure (fault has no influence or the fault leads to a safe state without a diagnostic measure

= Adangerous failure (leads without diagnostic to a dangerous malfunction)

= Components that are not a part of a safety function or of a diagnostic measure, and that do not have any influence
on the safety function are not considered.

Doing this analysis, do not consider the effects of diagnostic technigues implemented! The effects of diagnostics are
considered separately; see the clause: computation of DC.

From the estimate of A of each component and the categorization of the failures (safe, dangerous) calculate the prob-
ability of safe failure (A,) and the probability of dangerous failure (A,).

Example, just to describe how to apply the method:

Let's take for ease of computation the case of two components, a ceramic capacitor and a metal film resistor that are
part of the components of a functional channel.

For the capacitor we get from SN 29500 a failure rate of 2 FIT (A =2 x 10°). From the analysis of the circuit, it comes that
a short circuit of the capacitor or a drift leads to a dangerous failure, while an open circuit leads to a safe failure.

For the resistor we get from SN 29500 a failure rate of 0,2 FIT (A = 0,2 x 10°). From the analysis of the circuit, it comes
that an open circuit of the metal film resistor or a drift leads to a dangerous failure, a short circuit leads to a safe failure,
but this type of failure for a metal film resistor is excluded, due to the technology. (see ISO 13849-2).

For the capacitor:

A =2x10°x0,1=2x107"°

Scap

A =2x10°x(0,7+0,2)=1,8x10"

Dcap

For the resistor:
}\Dres = 0'2 x107x (0,6 + 014) = 0,2 x 10°

Obviously, the same calculations must be carried out for all components of the channel.

The overall values of A, and A, for the channel are then derived by summing the values of A, and A, of each
component.
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Limited to the components of our example:

A =2x107°

Schannnel —

=1,8x10°+0,2x10°=2x107

Dchannel
Alternative method:

If no specificinformation is available concerning the failure modes, 50 % of the failures can be estimated as dangerous,
in this case A, and A are approximated to:

For the capacitor:

)\SCBD=ZX']0'9XO,5=1X1O'9
A =2x10°x(0,5=1x10"°

Dcap
For the resistor:

The technology used excludes the fault of short circuit; if no additional information is available, all the other faults must
be considered dangerous:

A =0,2x107

Dres

Determination of A, for electromechanical components

For electromechanical, pneumatic and mechanical components subject to wear (eg. relay and solenoid valves) the
failure rate increases with the number of cycles processed.

For this reason, their reliability is usually related to the number of cycles performed and not to the time for which they
have been working.

The parameter given by the manufacturer is the B, or the B, , expressed in numbers of operations; this is the number
of operations after which failures occur in 10% of the components tested (endurance test under specified load).

IF manufacturer data are not available, for a list of hydraulic, pneumatic, and electromechanical components, it is also
possible to use the B, , or MTTF values given in Table C.1 of the standard. The use of these values is allowed only under
the following conditions:

» Basic and well-tried safety principles according to ISO 13849-2 have been used for the design of the component
(confirmed in the data sheet of the component)

* The manufacturer of the component specifies that the component can be used for safety related applications

= The subsystem designer confirm that the component is utilized fulfilling basic and well-tried safety principles ac-
cording to ISO 13849-2.

Hydraulic components listed in Table C.1 are characterized with MTTF . For the conversion of MTTF ;into a A,value the
following basic equation can be used:

7
MTTF, x 8760 h/a

(9) A7

Note: MTTF, is given in years; one year is approximatively 8760 ours.
For the conversion of B10d into a Ad value the following equation can be used:

(10) A=(0.1XC)/B

70d
where

C= nop/8760 (mean number of operations per hour)

h,, = mean operation, in hours per day

d,,xh,,x3600s/h i d =mean operation, in days per year
Noy= (mean number of annual operations t"p
© T

cycle

e = time between the beginning of two successive cycles in seconds
per cycle.

8760 = number of hours in a year
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The operating time of the component must then be limited to T10d which is the average time within which 10% of the
components undergoes a dangerous failure.

(11) T,,=01/4,

IF only B, is available (the number of operations after which 10% of the components under test undertake a failure),
B10d can be derived knowing the ratio of dangerous failures (RDF)

(12) Bmd=Bm/RDF
If no other information is available, RDF is estimated as 0,5 (50 % dangerous failure).
Example:
For a low duty relay the manufacturer specifies a B, = 10 M cycles when used at small load (20% of the nominal load).

The relay is used on a machine operated as follows:
220 days/year; 16 h/day (two shifts); machine cycle: 1 min (60 cycles/h)

From the above formulas it comes:

Mean number of annual operations n,,=211200

Mean operation per hour C=24,11 /h

No information is given regarding B, ,, therefore is assumed B1 ;=2 x B,
then: 7\d= 0,1*24,11/20*10°=1,2*107/h

A more precise analysis can be carried out by retrieving from a reliability data base the list of failure modes and failure
mode ratios of the relay and analysing, for the given application, which are the dangerous failures:

Example:

Component Failure mode Typical failure mode ratios %
All contacts remaiin the energized position when the coil is 25
de-energized
All contacts remaiin the de-energized position when the 25
coil is energized
Contact will not open 10
Contact will not close 10

Relay
Simultaneous short circuit between three contacxts of a 10
change-over contact
Simultaneous closing of normally open and normally closed 10
contact
Short circuit between two pairs of contacts and/or between 10

contact and coil terminal

Ratio of dangerous failures (RDF) = 65%
From equation: B, ,=10M /0,65 = 15,38 M operations
Then 7\d =0,1*24,11/15,38%10¢=1,57*107/h

Step 3 - Determination of Diagnostic Coverage (DC) and of the parameters Add and Adu

Assuming that

= A failure can always happen (otherwise there would be no reason to define M)

= |snot possible to detect all faults because the mechanisms for the detection of faults are not all equally effective
and immediate (For some faults may take longer)

* But taking appropriate diagnostic measures most of the dangerous faults can be detected
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Itis possible to define a parameter DC which gives an estimate of the efficiency of the diagnostic measure implemented.

DC is defined as the ratio between the failure rate of dangerous failures detected (A,,) compared to all dangerous
failures detected and not detected (A ).

(13) DC=A,/A,

Calling A, the fraction of dangerous failures that remain undetected it comes that

(14) A,=4,,+2,
And:

(15) A,,=A,xDC
(16) A, =4, x(1-DC)

IEC 62061 provides a list of different diagnostic techniques in Annex D and for each of them a parameter DC is given
representing the fraction of dangerous failures that can be detected by the application of that diagnostic technique.

DC range is from 0% to 99%
DC = 0% representing no dangerous fault is detected
DC =99% representing very high fraction of dangerous faults detected

The designer must select for each subsystem element, the diagnostic technique that would be better suited to its ap-
plication (for input signals, for processing logic, for the outputs) and at the same time ensuring the DC level needed.

Example: if the diagnostic measure implemented for the control of dangerous failures of the relay of the previous ex-
ample is implemented by monitoring the functioning of the relay by a mechanically linked NC contact, from Table D.1 it
follows DC =99%:

Then

,2x107x0,99=1,188x 107

Ay =1
Ay, =1,2%x107x0,01=1,2x10°

Realization of diagnostic functions

where:
E A Z Ay is the sum of the rate of dangerous failures detected of all subsystem ele-
_ dd ments and
(17) DC=——"
2 Z A, is the sum of the rate of dangerous failures of all subsystem elements
d

The diagnostic functions are considered as separate functions that may have also a different structure than the SCS and
may be performed by:

Subsystem 1 Subsystem 2
Input (logic + output)

a. The same subsystem which requires diagnostics
b. Or subsystems of the SCS not performing the SCF
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Safety control unit

Photocell
Input Logic Actuation
—» TX RX ———>
JL.. T Test
Subsystem 1 Subsystem 2

¢. Orother subsystems of the SCS

Example of diagnostic function of type ¢)
The SCS is made of two subsystems:

Subsystem 1 is a photochell with an MTBF = 10 years (emitter + receiver)
Subsystem 2 is an AU SX safety control unit SIL 2 rated with a PFH =5 x 10®

Diagnostic measure selected: online monitoring with check of the response time of the Photocell
From Table D.1: Cyclic test stimulus by dynamic change of the input signals DC = 90%.

Subsystem 1:
For calculation purposes, MTBF can be assumed equal to MTTF,

The ratio of dangerous failures is estimated as 0,5, therefore
MTTF, = 2 XMTTF

A,=57x10°

HFT = 0 (architecture C)

B<2%

As the diagnostic function is performed by the separate subsystem 2 within the SCS, formula (6) can be applied for the
estimation of the PFH:

PFH (subsystem 1) = (1-DC) x 5,7 x 10® = 5,7 x 107
The overall PFH of the SCS is:

PFH (scs) = 5,7x 107+ 5x 10°= 5,75 x 107

Step 4- Estimation of safe failure fraction

After having derived for each subsystem the PFH itis important to ensure that the associated SIL is compatible with the
limitations imposed by the architecture. The highest safety integrity level that can be claimed for subsystem is limited
by the safe failure fractions (SFF) as specified in the following table

. . Hardware fault tolerance
Safe failure fraction (SFF)

0 1 2
SFF < 60% Not allowed SIL1 SIL 2
60% < SFF < 90% SIL 1 SIL2 SIL3
90% < SFF < 99% SIL 2 SIL 3 SIL3
SFF >99% SIL 3 SIL 3 SIL3

Subsystem safe failure fraction (SFF) is, by definition, the fraction of the overall failure rate that does not result in a
dangerous failure.
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Itis therefore the ratio between the sum of the overall safe failures and dangerous failures detected by the diagnostic
techniques implemented and the sum of all possible failures (safe, dangerous detected and dangerous not detected).

(18) SFF= (5A_+2A,)/2A_+ZA,

For the calculation, all the components including electrical, electronic, electromechanical, mechanical etc, which are
necessary to allow the subsystem to process the safety function shall considered.

Methodology for the estimation of susceptibility to common cause failures

In case of redundant structures, the methodology used for calculating the PFH assumes a sufficient operating inde-
pendence of the two channels.

However, if the channels are not fully independent, common cause failures due to a single occurrence or condition can
cause a critical malfunction simultaneously on both channels in a dual channel architecture.

Examples of failures due to common causes such common-cause faults are:

= Power surges (a surge strong enough to cause multiple catastrophic failures one channel will likely destroy the
other at the same time)

* Impurity of the fluid medium (valves of both channels fail to open)
= Qvertemperature (due to a failure of the cooling fans).

Estimation of the effect of CCF

The likelihood of common cause failure introduces the problem of estimating the rates of simultaneous failure for mul-
tiple components in addition to their Individual failure rates.

IEC 62061 overcome this problem by using the scoring method proposed in Annex E.

Table E.1 of this Annex gives a list of measures and for each measure an associated values is assigned which represent
the contribution of each measure to the reduction of common cause failures.

All the factors having an impact on the design of the subsystem must be added to provide an overall score.
For each listed measure, only the full score or nothing can be claimed.
If a measure is only partly fulfilled, the score according to this measure is zero.

Where it can be shown that equivalent means of avoiding of CCF can be achieved through the use of specific design
measures (e.g. the use of opto-isolated devices rather than shielded cables), then the relevant score can be claimed as
this can be considered to provide the same contribution to the avoidance of CCF.

If equivalent means of avoiding of CCF can be achieved through the use of specific design measures (e.g. the use of
opto-isolated devices rather than shielded cables), then the relevant score can be claimed.

The overall score is used to determine the common cause failure factor 3 from table F.2 as a percentage value.

Overall score Common cause failure factor ()
<35 10% (0,1)
36 to 65 5% (0,05)
66 to 85 2% (0,02)
86 t0 100 1% (0,01)

This B factor will be used in formulas 2, 4, 7, 8 for the calculation of the PFH of a subsystem.
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ENISO 14119  Safety of machinery - Interlocking devices associated with
guards - Principles for design and selection

New subdivision of the interlocking devices

Interlocking device interlock (ISO 14119:2013, § 3.1) - Mechanical, electrical or other type of device, the purpose of
which is to prevent the operation of hazardous machine functions under specified conditions (generally as long as a
guard is not closed).

Type 1 devices - Uncoded

These can be: Linear cam
A: Movable guard

= Rotary cam ! — B: Actuator (cam)
. L C: Position switch
Inear cam A B C 1: Opening direction
= Hinge.
Rotary cam
1
s
B
B C
+ o= 1

Type 2 - Coded N _
1: Position switch
Coded actuator (ISO 14119:2013, § 3.13). Actuator which is spe- 2: Actuator (shaped tongue)

cially designed (e.g. by shape) to actuate a certain position switch.
= Low level coded actuator: coded actuator for which 1 to 9 1
variations in code are available.

= Medium level coded actuator: coded actuator for which 10
to 1000 variations in code are available.

= High level coded actuator: coded actuator for which more
than 1000 variations are available.

Type 3 - Unccoded

These can be:

* |nductive - Actuated by metal of the guard
* Magnetic - Actuated by uncoded magnet
= (Capacitive - Ultrasonic or optical

2 2
zzzzzz) i b f] ¥ 1: Movable guard
3 -y Q‘% 3 e -y_ 2: Interlocking device
IR X {e} L = 3: Actuator (inductive, magnetic
1 <H> <H> / or capacitive)
| I

K L] 4: Proximity switch

5: Actuating system

S 1 6: Output system
5 6 5 6
Lz
pZzZzZzzZ722 4 4
Movable guard closed Movable guard not closed
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Type 4 - Coded

These can be:

* Magnetic - Actuated by coded magnet
= RFID
» Optical - Actuated by coded optics

Position switch RFID Type 4 interlocking device with position switch actuated by coded magnetic actuator

1: Opening direction 1: Opening direction

2: Type 4 interlocking device 2: Type 4 interlocking device
3: coded magnet actuator 3: coded RFID tag actuator
4: Movable guard 4: Movable guard

Type 5 - Coded

| | |
These can be: position switch with trapped key 1 0 2 0 0
interlocking (")
@ @

Overall system stopping performance and access time (The gards distance)

The access time shall be calculated by using the distance between the hazard zone and the guard together with the ap-
procach speed (see ISO 13855:2010 for typical values).

Logical series connection of interlocking devices

Logical series connection of interlocking device means for NC contacts wired in series or for NO contacts wired in paral-
lel.

Up to now, for a logical series of NC contacts, it is considered a DC = 60%, allowing you to get a PL d (not a PL e). The
masking of faults, could lead to a lower diagnostic coverage, so nothing.

Based on DC=A, /A, (ratio of detected dangerous failures and total) can easily lead to a DC <60%.
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Interlocking devices based on “fault exclusion”

The standard specifies that the maximum safety level reached by interlocking devices based on “fault exclusion” is
generally PL d. In fact there is the possibility that a single mechanical failure resulting in the loss of the safety function.

For example a mechanical failure relating to the key (actuator), or some part of the mechanical device, can generate
false information on the electrical contact output.

In some cases it is still possible reach the safety level PL e. These are cases of “fault exclusion for the guard locking”.
The safety level reached in these cases is not necessarily limited by the faults exclusion of the mechanical locking device.

However, specific requirements must be verified: the holding force specified (FZH) of the protection guard locking de-
vice must be sufficient to withstand static forces planned on locking bolt, it is also necessary to prevent any effect on
the protection locking device determined by the forces dynamic due to movement of the protection guard.

Guard lock and Guard interlock

The standard emphasizes the fact that the interlock function and the lock function are two separate safety functions
with PL r that can also be different (PL r Locking <PL rinterlock).

Measures to prevent the defeat of the interlock device

Guards and protection devices of the machines should not be easy to by-pass or render non-operational (Directive
2006/42/EC §1.4.1). Measures required to minimize tampering.

Defeat (ISO 14119:2013,§ 3.7 and § 3.8)

Defeat: action that makes interlocking devices inoperative or bypasses them with the result that a machine is used in a
manner not intended by the designer or without the necessary safety measures.

Defeatin a reasonably foreseeable manner: defeat of an interlocking device either manually or by using readily available
objects. Measures to reduce the defeat of interlocking devices may be adopted:

Prevent access to the elements which constitute the interlock device:

= Mouting out of reach, physical obstruction / shielding, Mounting in hidden position)

* Preventing substitution of the actuators using encoded interlocking devices

= Prevent disassembly or moving of the interlocking devices (welding, gluing, riveting, etc..)
= Status monitoring or cyclic testing of the intelocking device

= Adding an additional interlock device with a different principle of implementation. In this case, you will testing div-
ing the plausibility of the state of both devices

The table 3 of the standard ISO 14119:2013 specify the additional measures against defeating interlocking devices
depending on type.

The anti-tampering measures in case of magnetic sensors low level coding (MAGNUS)

Mandatory:

=  Mouting out of reach places, or mounting recesses and not visible in the machine, or status monitoring
= Mounting the actuator so that it is difficult to remove

Advice:

= Second magnetic sensor
= Plausibility check of both sensors
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Safe speed monitoring

The safe speed monitoring using sensors (encoders, proximity switch) for the measurement of speed, must be able to
detect possible dangerous failures of the sensors themselves.

Sensors and certified speed monitoring combinations

£ 2 R SIL3

SIL certified safety encoder + ’q or | ﬂ S,::\E;ty speed monitoring units MV1 or = PLe
Iy | | [ L Cat. 4
o L M

The Encoder is a safety related sensor SIL certified. The Mosaic controller (MV1 or MV2) monitor:
= The information provided by the sensor
= Failures on the connecting cables (short circuit, open circuit, power supply failure)

Loss of mechanical coupling between the motor shaft and the encoder cannot be detected by the safety module. The coupling
system shall be designed, constructed and validated as specified in Table D8 of the IEC 61800-5-2:2016 standard in order to
exclude the fault due loss of mechanical fastening of the encoder.

Note: if the safety integrity level of the encoder is SIL 2, then the result of the combination (Encoder + MV1 or MV2) will be
SIL2-PLd.

Safety speed Up to
Normal (non-safety) encoder . o . SIL3
. + 1 Proximity + monitoring units =
TTL or HTL or Sin/Cos I PLe
H MV1 or MV2 Cat.3

A

The two non-safety related sensors composes a dual-channel subsystem.

The Mosaic controller (MV1 or MV2) monitor

= The information provided by the two sensors (e.g., deviation between the two measured values)
= Failures on the connecting cables (short circuit, open circuit, power supply failure)

The subsystem DC, , = 90% (medium).

The mechanical coupling of the encoder shall be designed, constructed and validated as specified in IEC 61800-5-2:2016 stan-
dard in order to exclude the fault due loss of mechanical fastening of the encoder. Mechanical coupling faults of the Sensor /
Phonic Wheel combination must be excluded as well by means of a suitable fixing solution.

The dual channel solution forms a Cat. 3.
The two channels are not homogeneous as the two sensors are of different technology. This reduces the possibility of common
cause failures by improving the CCF (Common Cause Failure) factor score

For the calculation of the PL, it is necessary to know the MTTF_ values of both sensors.

Up to
_ SIL3
~ PLe

Cat. 3

2 Proximity + Safety speed monitoring unit MVO

The two Proximity non-safety related sensors creates a dual-channel subsystem.

= The two Proximity sensors shall be installed so that to generate interleaved signals.

=  The Mosaic module (MV0) verifies that the two sensors measure the same speed. Failure of one of the two channels (electri-
cal or mechanical) causes a difference in the values measured by the controller which generates an alarm signal.
Failures on the connecting cables are also detected

= Loosening or loss of mechanical coupling of the phonic wheel to the motor must be avoided by means of suitable fixing
solutions.

If the above conditions are fulfilled, the subsystem bC,,, =90% (medium).

The dual channel solution forms a Cat. 3 subsystem

The two channels are homogeneous as the two sensors are of the same technology. This aspect requires more precautions

to achieve the minimum score (65) of the CCF factor than the Encoder + Proximity solution. In this case it is necessary more
attention in the wiring layout, in the choice of power supplies, in the quality of the cables (EMC susceptibility). It is necessary to
ensure that the sensors always work within the limits of temperature, humidity and vibrations specified in the data sheet.

For the calculation of the PL, it is necessary to know the MTTF values of the sensors.
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1Y

" Up to
2 Normal (non-safety) encoder ’q H N . _ SIL3
TTL or HTL or Sin/Cos + f or i I Safety speed monitoring units MV1 orMV2 = PLe

L} gl Lﬂ Cat.3
e &

The two non-safety related sensors creates a dual-channel system.

=  The Mosaic modules (MV1 or MV?2) verifies that the two sensors measure the same speed. Failure of one of the two channels
(electrical or mechanical) causes a difference in the values measured by the controller which generates an alarm signal.

= Loss of mechanical coupling between the motor shaft and the encoder cannot be detected by the safety module. The
coupling system shall be designed, constructed and validated as specified in Table D8 of the IEC 61800-5-2:2016 standard in
order to exclude the fault due loss of mechanical fastening of the encoder.

The subsystem DC, , = 90% (diagnostic coverage = medium). The dual channel solution forms a Cat. 3
The two channels are homogeneous as the two sensors are of the same technology. This aspect requires more precautions to
achieve the minimum score (65) of the CCF factor. It is necessary more attention in the wiring layout, in the choice of power

supplies, in the quality of the cables (EMC susceptibility). It is necessary to ensure that the sensors always work within the limits
of temperature, humidity and vibrations specified in the data sheet.

For the calculation of the PL, it is necessary to know the MTTF_ values of the encoders.

Normal (non-safety) encoder

TTL or HTL or Sin/Cos + f ’q Safety speed monitoring unit MV1 = Cat.BPLb

One single non-safety related encoder is used, thus making a single channel subsystem. No monitoring means are implemen-
ted.
The Mosaic module MV1 cannot make comparisons or plausibility checks as only one single information is available.

Single failures of the encoder, regardless of the cause (electrical or mechanical), may not be detected. Faults of the connecting
cable are detected. There is no diagnostic coverage, therefore DC, = 0.

The solution is Cat.B. This limits the maximum achievable safety level to PL b.
Loosening or loss of mechanical coupling with the motor shall be avoided by means of suitable fixing solutions.

For the calculation of the PL, it is necessary to know the MTTF values of the encoder.

The solution could reach SIL 1 -PL ¢- Cat.1 only if the encoder used can be considered a Well-Tried Component for safety related
applications (ref. EN ISO 13849-1 and the MTTF  of the encoder is higher than 30 years. Even if theoretically possible, this solu-
tion is not recommended for the following reasons:

= |SO EN 13849-1 (§6.2.4) gives the following definition:
A "well-tried component" for a safety-related application is a component which has been either
- widely used in the past with successful results in similar applications, or
- made and verified using principles which demonstrate its suitability and reliability for safety related applications.
The decision to accept a particular component as being "well-tried" depends on the application. Example, a position switch
with positive opening contacts can be well tested for a machine tool and at the same time inappropriate for application in
the food industry.

= Complex electronic components (e.g., PLC, microprocessor, application-specific integrated circuit) cannot be considered as
equivalent to "well tried".

= Table D.3 of ISO EN 13849-2 supply a list of "well-tried" components.
Encoders are not comprised in the list of "well-tried" components

= Anencoder may be declared as well-tried for safety related purposes in a given application, if the user of the encoder is
able to demonstrate and document its correct behaviour and high reliability under all environmental conditions that can be
assumed for the entire mission time of the device, for a sufficient quantity of parts and for a suitably long time.
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Cat.B

1 Proximity + PLb

Safety speed monitoring unit MV0 =

The proximity must have two antivalents outputs.

This is a single channel subsystem because one single non-safety related proximity is used. No monitoring means are implemen-
ted. The controller cannot make comparisons or plausibility checks, as only one single information is available.

Single failures of the channel, regardless of the cause (electrical or mechanical), may not be detected. Some faults of the con-
necting cable are detected. There is no diagnostic coverage, therefore bC,,=0.

The solution is Cat.B. This limits the maximum achievable safety level to PL b.
Loosening or loss of mechanical coupling with the motor shall be avoided by means of suitable fixing solutions.

For the calculation of the PL, it is necessary to know the MTTF_ value of the sensor.

Warning: When using phonic wheels, reading error may occur due to sensor hysteresis. If the phonic wheel stops at a position
where the part detected by the sensor is at the limit (right or left) of the detectable part (e.g., tooth of the wheel), the system
may still perform counts.

The solution could reach SIL 1 -PL ¢- Cat.1 only if the proximity used can be considered a Well-Tried Component for safety
related applications (ref. EN ISO 13849-1 and the MTTF_ of the proximity is higher than 30 years. Even if theoretically possible,
this solution is not recommended for the same reasons of the previous point. As indicated for the encoder is also true for the
proximity

General safety principles for all combinations

The sensors shall be fixed, installed, and wired in accordance with the sensor manufacturer's instructions.
Observe the basic mechanical and electrical safety principles (only for parts not covered by the sensor manufacturer
user manual).
= Mechanical

- Correct dimensioning and shaping

- Proper selection, combination, arrangements, assembly, and installation of components/system

- Proper fastening
= Electrical

- Proper selection, combination, arrangements, assembly and installation of components/system

- Correct protective bonding

- Withstanding environmental conditions

- Secure fixing of input devices

- Protection of the control circuit Failure mode orientation.

Additional safety principles for safety integrity level combinations SIL1-PL ¢, SIL2-PLd,SIL3-PLe

Observe the well-tried mechanical and electrical safety principles (only for parts not covered by the sensor manufac-
turer).
= Mechanical:

- Over dimensioning /safety factor

- Safe position

- Careful selection, combination, arrangement, assembly and installation of components/system related to the
application

- Careful selection of fastening related to the application
- Limited range of force and similar parameters
- Limited range of speed and similar parameters
= Electrical
- Fault avoidance in cables
- Limitation of electrical parameters
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- No undefined states
- Oriented failure mode

L
ILHI-H locasning af Fiaparing FEA ang Thiy faximam panmiidlle Reding of b §e0E0r is
anachmant duting 4Ly kngwn or limiled on tho sensor's data akoatl.

wtardslill or during mofion: |- sermasent Tasiness foe ) Eot fprmm-lockod Sonngaliong:

- m|m||m l-m*rn-lmhu" 1) Design of parmanent TaSLA088 I ACCOrdAnce wilh
gangrally sckadwledged technical dxpihignca wilk
= sonscr shall from = ipsimoss far leren- a high safety faclor
modor shadt Ioched connections = Werficalicn |8 perormed by caloulabon and
= gehlicg of M ried with @ suitkblo 1osL
haad = EBzample for steel components:

Creardimeniianing with a safely facbar 5 x 2
against fatigue fraciune,
ar
2] Owerdimansioning with a safaty factor 5 = § against
Tatigus hractura
= Weilighlicn is peilgemed by CRlCulaEon,
bLEgr forco-docked conneclions
1] Cwardimengioning wilh & 3a%ely laclor 5 = 4 sgaind]
Elipging
= Dotailed measures for application and
maariairing the praloading Toece Ao to B
dafingd in the user docurrentation (9.6,
dafingd pairs of matenals. surfsces and

tergue=contralled tightening melhods).

= Wenficalicn i3 perlormed by caloulabon and
with & suitabla fosL

o
4 Owvordimensioning with a satety factar 5 > 10
against skpping
- Ma@didad Iof applicalion and maimainang tha
oralobding faice A 10 B Solikd 6 ) uibr
decumantatian

= ‘Werficalion is performed by caloulabon.

- Minimizing possibility of faults
Fig. 32. Extracted from Table D.8 of the IEC EN 61800-5-2: 2016 standard
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Mosaic analog safety modules (MA2 - MA4) and analog sensors

Often, in machines and industrial plants, there are process that require safety functions capable of reaching PL or
SIL levels. For example, the EN528 standard for stacker cranes requires a weight control with a performance level
PL r = d. To meet this need, the MA2 and MA4 modules, capable of carrying out a safe evaluation of analog quantities,
have been added to the Mosaic range.

The MA2 and MA4 modules are certified according to the 2006/42/EC Machinery Directive. They also comply with the
standards of the EN IEC 61508 series, so they can also be used in process plants, for SIS systems and SIF functions.

The MA2 and MA4 modules can manage 2 or 4 analog input channels. These inputs can be used individualli or in pairs.

= When the inputs are used individually, depending on the sensors connected, the system can reach a safety level up
to SIL2/PLd.

= When the inputs are used in pairs, depending on the sensors connected, the system can reach a safety level
SIL3/PLe.

Each analog input is fully isolated up to 500 VDC. MA2 and MA4 can be configured to be connected to 1 or 2 sensors
having a current output (0 + 20 mA, 4 + 20 mA) or having a voltage output (0 + 10 V). In addition, various connection
configurations are possible.

Sensors with current output 2 wires Sensors with current output 4 wires
SENSOR + [ SENSOR 24VDC ()
109 24 VVDC P §
420 mA ) N 9 24 VDC Power supply 4 20mA N — o.wer supply
1 10 Sensor S1input 0 10 Sensor S1input
- | |
11 Sensor S1 output 0 11 Sensor S1 output
=S 0VDC L
12 0VDC — 0 12 0VDC
L
MA4 Module ;?'ﬁ MA4 Module
Sensors with current output 3 wires Sensor with voltage output 3 wires
SENSOR 24VDC - SENSOR 24VDC -

9 24 VDC power supply
—<210 S1 negative input
—0 11 S1 positive input
»—0 12 0VvDC

% MA4 Module

9 24 VDC Power supply
10 Sensor S1 input

11 Sensor S1 output

12 0VvDC

4..20mA + 0..10V

r
[
[
[
+ [
I
[
(S

MA4 Module

Sensors Sensors with 0-5V voltage outputs.
D These sensors can be connected to modules configured for voltage input by selecting in the MSD Software a
full scale value two times higher. Example: if full scale is 100 kg at 5V, 200 kg must be selected.
In this case, 1 bit of resolution will be lost out of the 16 available.

There are also sensors capable of measuring both positive and negative values. Mosaic analog modules can also accept
negative values from the sensors (for example a flow in both directions, the pressure can also be negative - vacuum,
etc.).

In this case the output signal may have, for example:

= A minimum full scale that refers to a negative value (4 mA)
=  Amaximum full scale that refers to a positive value (20 mA)
= The zero value will be placed in the centre of the scale (12 mA)
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MA2, MA4 moules used with safety analog sensors

On the market are available analog sensors already certified SIL (Typically IEC 61508). These standard is mainly used in
the world of process industry and less known in the world of machines and industrial automation where EN ISO 13849-1
/2 and EN 62061 are used. For example:

= Temperature sensors

= Flow sensors

* Pressure sensors

= Lower explosive limit (LEL) sensors for Atex zones

= Weight sensors

= Flame sensors

= Transducers of physical quantities in current signals from 4 to 20 mA always with SIL certifications.

The use of these sensors already SIL rated makes it easier the calculation of the overall safety integrity of the safety
function.

Simplifying as much as possible, let's look at example.

Safety level according to IEC 61508

Sensors MA2, MA4 Application Safety level
1sensor SIL 3 SIL3 SIL3
2 sensors SIL 2 in parallel  SIL3 SIL3
2 sensors SIL 1in parallel  SIL3 SIL2
1 sensor SIL 2 SIL3 SIL2
1sensor SIL 1 SIL3 SILA1

MA2, MA4 modules used with non-safety analog sensors

There are non-safety analog sensors on the market. Using the Mosaic MA2 and MA4 analog modules, these sensors can
also be used for safety functions according to EN ISO 13849. We consider EN ISO 13849-1 as it is the standard that is
most frequently used in the field of machines.

The characteristics of the MA2 MA4 modules allow to connect 2 measurement sensors, to put them in relation to each
other, creating redundancy and cross monitoring to increase the total safety level of the system. In this way it is possible
to verify the measurement and obtain a security level higher than that obtainable using a single sensor.

Automation sensors can be used, e.g. without the PL/SIL safety

level declared by the manufacturer and in any case achieve a Sensor1 1

very high safety level, up to SIL 3/ PL e, satisfying all the condi- 4..20 mA

tions required by the standards. Beside a logical representation ek salrey

of the system. MOSAIC M1S
+

An example will be presented below where the most important MA4 Module

aspects of the assessments to be performed will be analysed Sensor 2

and the procedures that must be performed to ensure that, 4.20mA

with the Mosaic system, the required level of safety is achieved. Not Safety

The example shows: Non-safety sensors (without PL / SIL declared by the manufacturer) 4-20 mA and Mosaic M1S with
MA4 module.
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We will then analyse which is the achievable PL and under what conditions.
This architecture represents a pair of analog sensors that measure the same physical quantity.

It is necessary to verify that:

* The safety function SF, generates a stop signal (not represented here) when a certain threshold value is exceeded

* The behaviourin case of failure has been well identified. With safety systems that measure analog quantities, the
evaluation of the behaviour in the event of a fault is more complex. Behaviour must be evaluated and the decision
is often not unique. In general, in case of a component failure, The system must consider the signal coming from
the faulty component as if it had exceeded the threshold beyond which the machine must be stopped (safety-
oriented fault).

= The safety related software has been created according to EN ISO13849-1 §4.6

= Systematic failures are checked and excluded (EN ISO13849-1 Annex G)

= The ability to perform the safety function under the expected environmental conditions is verified

The architecture with 2 sensors indicates a category 3 or 4 due to the presence of redundancy. We will check which
conditions must be met to obtain Category 4 or Category 3.

Reference should be made to table 10 of ISO 13849-1, which deals with making a first classification:

Category Summary of requirements

System Behaviour

Principles used
to achieve safety

MTTF, of
each channel

Diagnostic
coverage (DC)

Common cause
failure (CCF)

B Design according to the basic The occurrence of a fault Mainly character- Low None Not relevant
safety principles can lead to the loos of safety  ized by selection
function of components
1 Requirement of B + well tried The occurrence of a fault Mainly High None Not relevant
components and well tried can lead to the loos of safety  characterized
safety principles shall be used function but the probability of by selection of
occurrence is lower than for ~ components
category B
2 Requirement of B + Safety The occurrence of a fault can  Architecture Low Low - Medium Check
function test at "appropriate" lead to the loos of safety func-
intervals tion between one test and
another. The test recognizes
the loss of the safety function.
3 Requirement of B + a single Assingle fault must not lead to  Architecture Low Low - Medium Check
fault must not lead to the loss  the loss of the safety condi-
of the safety condition and if tion. Some faults need to be
possible, the single fault must  identified. The accumulation
be identified of faults can lead to the loss
of the safe condition.
4 Requirement of B + a single Asingle fault must not lead to  Architecture High High and Check
fault must not lead to the loss  the loss of the safety condi- includes the

of the safety condition. The
single fault must be identified
before the need for interven-

tion. The identification of
accumulated faults (high DC)
reduces the probability of loss

tion and in any case the accumu- of the safe condition

lation of faults must not lead to
the loss of the safety condition

Following the instructions in the table, we need to:

accumulation of
faults

=  Compliance with relevant standards for resistance to expected influences (Check sensor manufacturer's datasheet).
= Use of basic safety principles.

= Use of well-tried safety principles.

= Single fault tolerance and reasonably foreseeable fault detection
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MTTF value

We determine the average duration of operation, expressed in years, before a potentially dangerous random failure or
"Mean Time to dangerous Failures" (MTTF ) occurs. Normally the manufacturer of the sensors does not provide data of
"Performance Level" (PL) / "Probability of dangerous Failure per Hour" (PFH,) or of "Mean Time to dangerous Failures”
(MTTF_) but only the value of "Mean time between failure "(MTBF) which, in this example, we assume 54 years (real
figure obtained from a manufacturer). If this value is not available, it is possible to obtain standard values from the EN
ISO13849-1 Annex C. In this case it is possible to make the following assumptions

MTTF = MTBF + MTTR (Mean Time To Restoration)

"Mean time to restoration" (MTTR) or average repair time, is the time interval during which an equipment is
[‘:} in a state of unavailability due to a fault. The MTTR includes the time for diagnosis, the time for the arrival of
the maintenance technician, the arrival of the component to be replaced and the actual repair. For electronic
equipment MTTR can be considered negligible (it is not repaired, it is replaced).

MTTF=MTBF
When the dangerous failure rate is not known, EN13849-1 allows us to assume that these are 50% of all failures,
therefore:
MTTFD =2XxXMTBF
MTTF, =2 x 54 = 108 years

This evaluation refers to the single sensor.
Diagnostic coverage considerations
We now determine the value of the "Diagnostic Coverage" (DC)

The Diagnostic Coverage specifies how efficient the system is in determining its malfunctions in real time ie before
another failure occurs.

We will use the ISO 13849 Table E1 (shown
right), which provides a list of 34 different

E.1 Examples of diagnostic coverage (DC)

See Table E.1
diagnostic techniques that can be used to
. . e Table E.1 — Estimates for diagnostic coverage (DC)
increase the fault detection capability of a
. it Measure | De
circuit. Input device

Cyclic test stimulus by dynamic change of the input signals 90 U

The techniques are divided into three fami-
lies (input circuits, signal processing logic
and output circuits).

Plausibility check, e.g. use of normally open and normally closed me- |99 %
chanically linked contacts

Cross monitoring of inputs without dynamic test 0 % to 99 %, depending on how often a

signal change i= done by the application

Cross monitoring of input signals with dynamic vest if short circuits |90 %
are not detectable (for multiple 1/0)

A percentage score between 0% and 99% is
assigned for each technique. A

Cross monitoring of input signals and intermediate results within the |99 %
logic (L), and temporal and logical software monitor of the program
flow and detection of static faults and short clrcuits (for multiple 1/0)

Indirect monitoring (e.g. monitoring by pressure switch, electrical |90 % to 99 %, depending on the application
position menitoring of actuators)

Mosaic MA4 and MA2 perform cross moni-

Direct monitoring (e.g. electrical position monitoring of contrel valves, |99 %

toring [A] as required by the table, then the
system reaches 99% DC.

This is still not enough for the system to
reach Category 4.

Accumulated faults

monitoring of electromechanical devices by mechanically linked con-
tact elements)

Fault detection by the process

0 % to 99 %, depending on the application;
this measure alone is not sufficient for the
required performance level ¢!

Monitoring some characteristics of the sensor {response time, range of
analogue signals, eg. electrical resistance, capacitance]

&0 %

To obtain the Category 4, Table 10 of ISO 13849-1 (see previous page) requires the DC to be High (99%) and includes the
accumulation of faults, e.g. multiple faults can occur, one after the other, without degrades the safety function.

The single fault must be detected when it occurs or before the next request from the safety function. If this is not pos-
sible, an accumulation of undetected faults must not lead to the loss of the safety function.

77



SAFETY GUIDE

To meet this requirement, the choice of sensors or how to use them also matters.

1. Asensor with 0-10 V output has the minimum value at 0 VDC which is indistinguishable from a short circuit at 0
VDC. Furthermore both sensors could have this type of fault resulting in an accumulation of faults.

2. Sensors with 0-20 mA current output follow the same logic but with a dangerous fault represented by a open
circuit (For example a disconnected cable).

In safety applications, if we want to reach Category 4, these type of sensors must be avoided or a threshold must be
programmed for which below a certain value, for example 0.5 VDC or 2 mA, the system reacts as if to a fault . With the
Mosaic system, for example, it is possible to configure the operating parameters through the MSD software to increase
the DC. Intermediate controls can be implemented such as:

= Measurement error between the 2 sensors.
= Time control of out of range.

An important aspect remains regarding the diagnostic coverage and the accumulation of faults. The case where the
sensor output value does not change for a period of time.

Let's assume that sensors, for example for temperature, measure the same value for a long time, always transmitting
the same currentvalue, e.g. 5 mA. One of the possible faults that could occur is that in which both sensors, in sequence,
break, always transmitting the same current value. Such a fault could not be detected by the safety system.

To be sure to also detect this type of accumulated faults, it is necessary to carry out dynamic tests, for example by
varying the temperature in the part of the machine to which the sensors are connected, with a predetermined
frequency (for example 4 times per hour). This type of test is mandatory for category 4.

To conclude these assessments on accumulated failures, we must point out:

1. Itis often impossible to force changes into a process. As for our example, it could be difficult to change the tem-
perature of a part of the machine.

2. Allthisis required for Category 4 ONLY.

3. The use of adequately sensors and thresholds to avoid short circuits or undetected open circuits is also important
in the calculation of CCFs, described below.

If we want to obtain a Category 4, we must increase the Diagnostic Coverage (DC) or at least verify that the use of our
safety system is the best possible. There are methods to evaluate what the time interval must be between 2 successive
changes in the values measured by the sensors:

= Statistical mathematical evaluations of the reliability characteristics of the sensors used and their configuration.
There are established but complex calculation methods to analyse them in this guide. However, the use of complex
mathematical tools does not guarantee the accuracy of the result.

= Consider the practical application of the sensors and aim for a significantly lower test interval than the duration of
inactivity of the sensors. Or carry out a test before using the machine and the need for the safety function.

The ultimate goal is that the accumulation of faults, even not detected, never leads to the loss of the safety function.
This is the mandatory requirement of Category 4, it is often impossible to fully comply.
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Commmon Cause Failure (CCF) considerations

This is the fault resulting from one or more events that caus- Table F.1 —Scoring process and quantification of measures against CCF

es the simultaneous malfunction of the channels of a two or No. Measure against CCF Score
1 Separation/ Segregation 1

more Cha n nel SyStem. Physical separation between signal paths, for example: 15

- separatbon (s wiring/piping:
— detiction of ihart girguits and opes cirouits in cables by dyramis test;
- separate shielding for the signal path of cach channel;

It provides an indication of the degree of operational inde-

pendence of the channels of a redundant system. |—  sufficient clearances and creepage distances on printed-cirevit boards.

2 | Diversity

. . Different technologies fdesign or physical principles are used, for example: 0
Using the table F1 (shown on the right) of the ISO 13849 A e S
. . . . chanical hardwired,
Standard' a score 1Is aSSlgned n relatlon . to any measure = different inftiation of safety function for each chanmel (2.8 position, pressure, bem-
against common cause failures. The maximum achievable .
score |S 100 digital and analog measurement of variables (eg. distance, pressure of temperature)
and for

Components of different manufsctures,

The calculation and verifications are common for all catego-

#  Where technological measures are not relevant, points atiached to thiscolumn can be considered in the comprehensive

FIeS. cakculation.
. . Table F.A (continued)
1. Separation / Segregation - T——— —
3 Désign fapplication fexpericnce
Use of shielded cables - With the use of analog outputs,

. o . . 31 |Protection against over-voltage, over-pressure, over-current, sver-temperature, ebe. is
shielded cables are already normally used, and it is the single 2 |Comporats used are walbtried. 5
cable that is shielded. 4 | Assersment/unalysis

For each part of safety relaved parts of control system a failure mode asd effect analysis has 5
been carvied ot and |tsresubtstaioes it A0cousnt 1 swoid oo mon-cause-lal heres mthe design,
Detection of faults such as short circuits or open circuits 5 Je firaining
. .. . Training of designers to understand the causes and consequences of commaon cause faibares. 5
- The detection characteristics of analog signals, cur- & [Environmental

rent (0 ... 20 mA) or voltage (0 ... 10 V) allow to satisfy the B | Corhameen [FMC) t peotecs sgarmss oo coatn apes 1 sccirdone weh spproprise|
. . standards (e.g. 1EC 61326-3-1).
Indlcated measurements Fluldic systems: filiration ol ike pressure medium, prevention of dirt intake, drainage of com-
pressed adr, ¢.g. i compliance with the component manufacturers’ requirement s concerning
parity of the pressure mediam.

This can be done easily by excluding values such as 0 V or NOTE _Far combined fhuidic and eletei systems, both aspeets should be coasidered.
0 mA. So it's easy to get the 15 points. 62 |Oeherinflences

Cemsideration of the requirements for imnsunity toall relevant environmental influssces such
as, temperature, shock, vibrathon, humidity (e g as specified in relevant standards).

2. Diversity Tatal e
100]

Use of different sensors - For example, with the Mosaic MA2  [aoer T

MA4 modules, 2 sensors can be used not only with different  [Lesthanss Frocess falled = chouse alditional mezsures

* Wherr techeslogical measures areset relevant, peists attacked to this eolumn can be considered in the compreheasive

full scale but, even, with different types of outputs (voltage e
or current).

It's easy to get the 20 points.
3. Design / Application / Experience

Use of protections - By inserting the appropriate and necessary protections (Over-Voltage and Over-Current) 15 points
can be obtained.

Use of well tried components - Devices with analog output are not among the well tried components (EN 13849-2 table
D.4). So 0 points.

4. Evaluation / Analysis
Failure mode and effect analysis (FMEA) analyzes are required.

This type of analyses would require a lot of time, for this measure we assign 0 points by not carrying out any activity.

However, a FMEA is not necessarily a mathematical calculation of the probability of risk, but it is an analysis
| p of all types of failure to evaluate their effects. An evaluation of this type must however be carried out when
choosing and installing sensors, so it might be worthwhile to document it and get the few 5 points it deserves.

5. Competence / Training

Considering the designers prepared to understand the generation of CCFs and their consequences, we assign 5 points
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6. Environment

The system must be immune to the effects of the surrounding environment, such as dirt. Furthermore, the system must
be immune to EMC disturbances, in particular to EMC disturbances generating CCF (Common mode and / or differential
disturbances). Only if it can be proven (also documented with tests), we have 25 points.

All other environmental conditions (temperature, humidity, vibrations...) must be taken into consideration. Only if im-
munity can be demonstrated, we have 10 points.

At least 65 points must be obtained. It is quite clear that the conditions for reaching Category 3 are quite easy. The
achievement of System Category 4 (not to be confused with that of the module) is more critical due to the difficulty of
detecting the accumulation of faults.

Basically:

1. Ifitis demonstrable that DC = 99% and the accumulation of faults is detected, the requirements of Category 4 are
met.

2. Inthe event that it is demonstrable that DC> 90% and the accumulation of faults is not detected, the requirements
of Category 3 are met.

Conclusion

Based on table K1 of EN 13849-1, the safety function in our example, with 62 years sensor MTTF_, high DCbut, for ex-
ample, without the conditions required by Category 4 because we are unable to test sensors at regular intervals, PL e

is reached (green box).

Probabilita media di un guasto pericoloso per ora (1/h) e corrispondente livello di prestazione (PL)
MTTFq di ogni canale CatB PL Cat.1 PL Cat.2 PL Cat.2 PL Cat. 3 PL Cat.3 PL Cat. 4 PL

an DCyy= nessuna DCyyy = nessuna DC.y, = bassa DC.p = media DC.y=bassa DCyyy = media DC.yy=alia
15 7,61 = 10 b 453 x 104 b 3 =108 b 182 x 104 C T x 107 d

16 TA3 = 105 b 421 %105 b 277 % 10% C 1,67 x 108 C 6,76 =% 107 d

18 634 % 105 b 3,68 x10= b 237 %105 [ 1,41 x 10 [ 567 =107 d

20 5,71 = 10% b 326 = 10% b 2,06 = 10% [+ 122 %105 [+ 485 =107 d

22 519 = 10 b 283 x10% C 182 =105 [ 1,07 = 108 [ 421 =107 d

24 476 = 10= b 2,65 x 10 [ 162 x10s c Q4T = 107 d 3T0=A07 d

27 423 = 0% b 232 %108 [ 139 =108 c 8,04 = 107 d 3A0 =07 d

30 380 x 105 b 2,06 % 10+ c 121 % 10= c 694107 d 265 %107 d 954108
X} 346 x 10 b 185 x 104 [ 1,06 x 108 C 5,94 x A0 d 230 x107 d BATx 108
36 IAT = A0S b 1,67 x 105 [ 939107 d 5,16 x 1077 d 2,01 2107 d TITx 104
39 293 x 108 [ 1,63 x 10 [ 8B40 =107 d 453 x 1W d 178107 d Tiix10s
43 2,65 =104 C 137 < 105 C 734107 d 387 =107 d 1,54 <107 d 637 =10%
47 243 x 10 C 124 x 10+ C 6,49 = 107 d 335 x 107 d 134 %107 d 576108
51 224 %10+ [ 1,13 x10= [ 580x 107 d 293 =107 d 119 =107 d 526x 10
56 2,04 x {08 [ 1,02 x 10 [ 5i0=107 d 2,52 % 107 d 1,03 =107 d 473 10%
62 184 = 10= [ 9.06 = 107 d 443107 d 213107 d 884102 e 422108
68 1,68 x 104 [ 817 =107 d 390 =107 d 1,84 =107 d TEBx10% e 3B0x 108
75 1,52 x 104 [ T3 =107 d 340107 d 1,57 x 107 d 6,62 x10% e I3 = 10e
82 139 x 10 [ 6,61 <107 d 30 =107 d 135 x 10+ d 579 x10= e 308 =10
a4 125 x {08 c 588 = 40T d 261 107 d 114 10T d 404 = {08 £ 2?4;4106
100 1,14 x 108 c 528 % 107 d | 220107 d 1,01 % 107 d 429 x 108 e 247 x 108

From the table, the sensor subsystem will have:

From the Mosaic report a combination of M1S master module + MA4 analog module have the value:
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PL=e with PFH =4,22x10°

the other component of th e safety system is Mosaic.

PFH =2,97x10°%
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To calculate the total PL we have to add the PFH

PFH, total= PFH,

D_sensor

Always PL=e

+ PFH

D_Mosaic

=422x104 + 2,97x10° = 7,29x 10+

Table 2 — Performance levels (PL)

Average probability of dangerous failure per hour (PFHp)
1/h

z10-5to < 10-4

z23x10-6to<10-5

= 10-6to <3 = 10-6

2 10-7 to < 10-6

@ (Al ||

=10-8 to < 107

Use of not safety sensors for safety functions according to EN IEC 62061

The same considerations can also be repeated with this standard for process automation. However, the calculation and

analysis methods are much more complex.

For a simplified approach it is possible to refer to this table of EN ISO 13849 which proposes a relationship between the

final values achieved

Tabie 4 — Relationship between performance level (PL) and satety integrity level (SIL)

L {IEE&I“'I_“-uml
Faghvoontirscus mode of opoaraton

a MO COFTESONBaNGD

& 1

€ 1

| 3

© 3
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Glossary

Initials

Definition

Standard

Description

B (Beta)

Common cause
failure factor

IEC 62061

Degree of operational independence of channels of a multi-channel
system. Ranging from 0.1 to 0.01 depending on CCF attained.

A (Lambda)

Failure rate

IEC 62061

Random failure frequency.

The time-random failure frequency of a component is usually known as
Failure Rate, described as number of failures per unit of hour.

Its inverse is known as Mean Time Between Failures (MTBF), expressed
in hours.

Random failures are the result of sudden stress accumulation above
maximum design strength of a component. May occur at random inter-
vals and entirely unexpectedly.

Frequency of failure over sufficiently long periods is virtually constant.
PFHd calculation methods given in both Standards refer only to the
assessment of random failures.

The unit of measure for failure rate is FIT (Failure In Time) equivalent to
one failure per billion of operating hours (F=1 means one failure every
109 hours).

Safe failure rate

IEC 62061

Failure rate for non-dangerous failures.

Non-dangerous failures which have no adverse safety-related effect on
control system. The control system continues to ensure protection.

Dangerous failure rate

IEC 62061

Failure rate of failures which may involve dangerous operation.

Dangerous failures prevent the control system from continuing to
provide protection.

Dangerous detected

failure rate

IEC 62061

Failure rate for detectable dangerous failures.

Detectable dangerous failures may be detected by automatic self-
diagnostic systems.

du

Dangerous undetected

failure rate

IEC 62061

Failure rate for undetectable dangerous failures. Undetectable danger-
ous failures cannot be detected by internal automatic self-diagnostic
systems.

They determine the value of PFHd and, consequently, the value of SIL
or PL.

Cat.

Category

ISO 13849-1

The category is the main parameter to consider to attain a given PL.

Describes the SRP/CS performance in relation to its ability to resist
failure and resulting performance in failure conditions.

Five Categories are envisaged depending on structural positioning of
components.

CCF

Common Cause Failure

ISO 13849-1
IEC 62061

Failure resulting from common causes.

Failure resulting from one or more events causing simultaneous mal-
function of channels of a multi-channel system.

Provides a measure of the degree of independence of redundant chan-
nel operation. Assessed by assigning marks. Maximum possible score is
100.

DC

Diagnostic Coverage

ISO 13849-1
IEC 62061

Reduced probability of dangerous hardware failure due to automatic
self-diagnostic system operation. A measure of system effectiveness in
promptly detecting its own possible malfunction. Expressed as 60% to
99%.

MTTFD

Mean Time
to dangerous Failures

ISO 13849-1

Average operating time, expressed in years, to potentially dangerous
random failure (not generic failure). May refer to a single component,
or to asingle channel, or to the entire safety-related system.
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Initials Definition Standard Description
Average probability of dangerous failure per hour.

PEH Probability of dangerous IEC 62061

d Failure /Hour Quantitative representation of risk reduction factor provided by the
safety-related control system.
Level of performance.
In ISO 13849-1, the extent to which failures are controlled is assessed
using the Performance Level concept (PL).

PL Performance Level ISO 13849-1
Represents SRP/CS ability to perform a safety-related function within
predictable operating conditions. There are 5 levels, PLa to PL e.

PL e represents the highest level of risk reduction, PL a the lowest level.
performance Level Level of performance required.

PLr required 150 13849-1 Represents the contribution to risk reduction by each safety-related

q part implemented in SRP/CS. PL ris obtained using the risk curve.
Level of integrity of a safety-related function.

SIL Safety Integrity Level IEC 62061 Discrete level (one of three) used to describe the ability of a safety-
related control system to resist failure as per IEC 62061, where level 3
assures the highest protection and level 1 the lowest.

SILCL SIL Claim IEC 62061 Max. SIL attainable by a subsystem in relation to architecture and ability
to detect failure.

SRP/CS Safety Related Parts SO 13849-1 Part of machine control system able to maintain or achieve machine

of Control Systems safety status in relation to the status of certain safety-related sensors.
;aeffttryoiieclaatneccii Electrical, Electrical, electronic and programmable electronic control system the
SRECS . IEC 62061 failure of which immediately increases the risk factor associated with
programmable electronic ) .
machine operation.
Control System
Interval of proof test. The Proof Test is an external manual inspection

T Proof test interval IEC 62061 for detecting component failure and performance decay, undetectable
by internal self-diagnostic systems. The unit of measure is time (months
or, more usually, years).

Test interval of self-diagnostic functions. Time elapsed between one

test for the detection of possible internal failure and the next. Tests
™ Diagnostic test interval IEC 62061 are carried out in automatic mode by dedicated circuitry which may be

internal to the SRECS in question or may belong to other SRECSs.

The unit of measure is time (milliseconds to hours).

Fraction of overall failure rate which does not involve dangerous

failure.

SFF Safe Failure Fraction IEC 62061

Represents the percentage of non-dangerous failures relative to total
number of failures of the safety-related control system.
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Characteristic elements

Light curtains are protective electro sensitive devices (ESPE) using one or more light beams, emitted by an Emitter and
received by a Receiver, to create an intangible controlled area.

When the chosen safety device is a photo-electric barrier (AOPD Active Optoelectronic Protective Device), it shall
necessary belong to TYPE 2 or TYPE 4 as established by the International Standard IEC 61496 1-2.

Why “Type” and not “category”?
| p The two “Types” differ in their safety related performance and are related to the categories of ISO 13849-1

but do not have the same meaning as here, to define the degree of safety integrity, further parameters in ad-
dition to the the architecture of the system and to the types of hardware and software failures are taken into
account that are related to the detection technology used (substantially optical); they mainly concern immu-
nity to light interference and the design characteristics of the Optical systems.

New safety parameters for Type 2 light curtains

With the publication of Edition 3 of the harmonized EN 61496-1 standard it is no longer possible to use a Type 2 safety
light curtains for safety functions assessed as SIL 2 / PL d. If a safety level of SIL 2 / PL d (or higher) is required and it is
nevertheless intended to use a safety light curtain, then it will be necessary to use a Type 4 safety light curtain.

This regulatory requirement derives from the fact that the reduction of risk that can be obtained via a photoelectric
safety light curtain is not only a function of the safety level of its electronic parts, but is also determined by its system-
atic capabilities (For example: environmental influences, EMC, optical performance and detection principle).

The systematic capability of a Type 2 photoelectric light curtain may in fact not be sufficient to ensure adequate risk
reduction forSIL 2 /PL d applications.The standard also establishes that the labelling of Type 2 safety light curtains must
indicate such limitation to SIL 1 /PL c.

The PFH, values declared for the electronic control part of the device, on the other hand, are not limited and therefore
it is possible to use the PFHd value provided by the manufacturer of the device in the global assessment of the safety
function, even if it exceeds the SIL 1/ PL c range.

Protected height

This is the height controlled by the light curtain. If it is positioned horizontally, this value shows the depth of the pro-
tected zone.

Range

This is the maximum working distance that may exist between the emitter and the receiver. When deflection mirrors
are used, it is necessary to take into account the attenuation factor introduced by each of them, which it is about 15%.

Response time

Thisis the time it takes for the light curtain to transmit the alarm signal from the time the protected zone is interrupted.
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Resolution
The resolution, for all ReeR safety light curtains, is the minimum size of an object that, placed into the controlled area,
will obscure the controlled zone and hence stop the hazardous movement of the machine.

= Single beam light barriers: their resolution R is the same as the diameter of the lens.

= Multibeam light curtains: their resolution R is the same as the sum of the lens diameter + the distance between
two adjacent lenses.

R=D Receiver
R=P+D .;
P
Emitter &

Protected zone

—
2
(]
O
(0]
)
[]
(]
40
o
Jut
ol

\ Opaque Object
S —

P = Pitch
D = Lens diameter
R = Resolution = P+D

Fig. 33. Resolution

Advantages of light curtains

= Effective protection in the event of fatigue or distraction of the op-
erator.

= |ncrease in the productive capacity of the machine as the light curtain
does not require the manual handling of physical guards or waiting for
them to open.

= Faster machine loading/unloading operations.
= Reduced times of approach to the working areas.

= Elimination of the risk of tampering since any irregular intervention on
the light curtain stops the machine.

= Simple and quick installation, with greater flexibility of adjustment on
the machine, even in the case of subsequent repositioning.

= Possibility to build up large sized protections, either linear or along a
perimeter, on several sides, at greatly reduced costs.

= Facilitated and fast maintenance of the machine, as there is no need
to remove physical guards, such as grids, gates, etc.

= |mproved appearance and ergonomic effectiveness of the machine.
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The technical specification IEC 62046: Safety of machinery — Application of protec-
tive equipment to detect the presence of persons

This technical specification provides recommendations for the installation and use of ESPEs.
It is therefore mainly applied to Safety light curtains and Safety Laser Scanners, Safety Mats

This technical specification meets the needs of the machine manufacturers and of the machine users. Indeed it gives
requirements for the selection of the most suitable model, its correct positioning and its correct interfacing to the ma-
chine.

Selection process

The purpose of the Selection Process of the Protective Device (ESPE) is to ensure that, through proper choice and appli-
cation of the device (and if necessary through the integration of other safety measures) the risk of injury to the operator
is reduced to the acceptable minimum.

In order to make a correct choice, the following factors must be taken into account which may adversely affect the ef-
fectiveness of protection:

= machine characteristics

= environmental characteristics

= human characteristics

* type of use of the protective equipment

= protective equipment characteristics.
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Machine characteristics

For optoelectronic safety devices to be effective, it is necessary to verify that they are suitable for the shape and size of
the detection zone (e.g. width and height of the access area).

However, some characteristics of particular machines can preclude the use of protective equipment as the sole protec-
tive measure.

Examples of these machine characteristics are:

= possibility that the machinery will eject materials, swarf or component parts

= risk of injury from thermal or other radiation unacceptable noise levels

= anenvironment likely to adversely affect the function of the protective equipment

= amaterial being processed that can influence the effectiveness of the protective measure

= jtisimpossible to stop the machine immediately when it is started because this could introduce additional risks or
because the machine can only be stopped at the end of the processing cycle due to the particular type of operation

Or the ESPE is poorly efficient if:

= The machine stopping time is unknown or is randomly variable due to unquantifiable delays introduced by the con-
trol circuit or due to under dimensioned braking systems

= The machine cannot be stopped at any point in its working cycle

Environmental characteristics

Care must be taken to assess the environment in which the machine is expected to work. Before choosing the device,
all the necessary information about the working environment and the possible variations that are reasonable to expect
during the life of the machine should be available.

A non-exhaustive list of environmental conditions that may adversely affect the operation of an optoelectronic device
are as follows.
* electromagneticinterference
- electrostatic discharge
- radio frequency interference, for example mobile telephones
- lightnings
= vibration/shock
= lightinterference
- ambient light
- reflective surfaces
- infra-red, for example remote controls or other ESPEs that can emit interfering light
= pollution
- water
- dust
- corrosive chemicals
- smoke
= temperature
= humidity
= weather conditions
= radiation
If there are special operating conditions such as outdoor operation (fog, rain, snow) or operation in potentially explosive

or flammable atmospheres (paints, sawdust), then further environmental requirements may be needed that will nor-
mally have to be agreed upon with the manufacturer of the device.
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Dimensions and characteristics of the human body

Since the main function of the ESPE is to detect the human body or parts of the human body, it should be taken into
account its anatomy (fingers, hands, legs), the predictable maximum speed, how it interact with the machine.

The resolution, that is, the detectable minimum object, must be the function of the body part to be protected (eg fin-
gers, hands, legs, arms). Typically, this choice is made by referring to the ESPE manufacturer’s catalog or user manual.

Uses of protective equipment

A protective equipment may be used to provide:

= trip function
= presence sensing function
= combination trip function and presence sensing function

Use of an ESPE for Trip function

Where the protective equipment is used to provide a trip function, it shall be positioned at a sufficient distance from
the specific machine hazard(s) to ensure the machine can stop or otherwise reach a safe condition before any part of an
approaching person can reach the hazard zone.

This safety distance shall take into account:

* protective equipment detection capability in relation to human characteristics
= approach speed

= body part penetration/encroachment

= reaching over or under the sensing zone

= possibility of circumvention

= the response time of the ESPE

= the stopping time of the machine measured under the worst operating conditions (maximum load, maximum
speed, any factors that may lead to deterioration of the braking performance, low temperatures etc.)

= any reflective surfaces that could, under certain conditions, generate an optical bypass of the beams and
consequently prevent the detection of the person

The minimum distance shall be maintained for all foreseeable directions of approach considering also the furthest ex-
tension of the moving part towards the direction of approach.
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Definition of type of detection

DETECTION

CHARACTERISTICS

ADVANTAGES

Detection necessary when the
operator must work close to the
danger.

Barrier resolution must be be-
tween 14 mm and 40 mm

Possibility to lower the dimen-
sions by reducing at the top the
space between the protection
and the dangerous zone.

Short time for machine charging
and discharging.

Less operator fatigue, more
productivity.

Body

(use as trip device)i

Ideal detection for access con-
trol and protections of several
sides, also for long scanning
distances.

The barrier must be placed
at least at 850 mm from the
danger.

Barrier normally composed by 2,
3, 4 beams.

Protection costs reduced by the
restricted number of beams.

Possibility to protect zones with
big dimensions by using deflec-
tion mirrors.

See note below

Presenceina
dangerous zone

O-

Detection realized by position-
ing the light curtains horizon-
tally to control continuously
the presence of an objectin a
definite zone.

The light curtains resolution
depends on the height of the
detection plane, anyway it can-
not be higher than 116 mm.

Possibility to control zones not
visible from where the machine’s
push button controls are located.

Possibility of preventing unin-
tended start of the machine while
the operator is in the danger zone

Accidental start-up of the machine shall not be possible when anyone crosses the sensitive area and stays un-
detected in the dangerous area. Suitable ways of eliminating this type of risk include the following:
Use of start / restart-interlock function positioning the command so that the dangerous area is in full view and

so that the command cannot be reached by anyone from inside the dangerous area. The Restart command has

to be safe.

Use of additional presence sensing detectors for the detection of the operator inside dangerous area.
Use of obstacles preventing the operator from remaining undetected in the space between the sensing zone

of the protective device and the dangerous area.

90



SENSORS

PHOTOELECTRIC SAFETY LIGHT CURTAINS
Determination of the safety distance

The effectiveness of the protection depends greatly on the correct position-
ing of the light curtain with respect to the danger.

The light curtain must be located at a distance greater than or equal to the
minimum safety distance S, so that reaching the dangerous point will be pos-
sible only when the dangerous action of the machine has been stopped.

The light curtain must be positioned so that:

* |tisimpossible to reach the dangerous point without going through the
zone controlled by the light curtain.

= A person cannot be presentin the dangerous zone without his/her pres-
ence being detected. To this end, it might be necessary to resort to ad-
ditional safety devices
(i.e..: photoelectric light curtains arranged horizontally).

European Standard EN ISO 13855 provides the elements for the determina- .
tion of the safety distance.

If the machine in object is governed by a specific C type Standard, it shall be
taken into due account.

If the distance S determined in this manner is too big, it is necessary:

* toreduce the total stopping time of the machine,
= toimprove the detection capability (resolution) of the light curtain.

Fig. 35. Three-side protection
using deflection mirrors

GENERAL FORMULA FOR THE DETERMINATION OF THE MINIMUM SAFETY DISTANCE

S=KxT+C

K minimum safety distance between the protection and hazardous point, expressed in mm.

speed of approach of the body or parts of the body, expressed in mm / sec. The K values can be:
K K'=2000 mm / sec. for safety distance up to 500 mm (forearm movement speed)

K =1600 mm / sec. for safety distance higher than 500 mm (body movement speed).

total stopping time of the machine, consisting of:
I t1 reaction time of the protective device in seconds

t2 reaction time of the machine in seconds, until it stops the hazardous action.

C additional distance in mm.
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DIRECTION OF APPROACH PERPENDICULAR TO THE PROTECTED PLANE WITH A=90° (+ 5°)

N — ' Light curtains with resolution for the
\ : — detection of hands and fingers. Light curtains
¥ . resolution (d): 14-20-30-40 mm

Determination of the minimum safety distance:

S=KxT+C

K = 2000 or 1600 (see following
calculations)

T =t + t2 “General formula for the
determination of the safety distance” on page 41

C=8x(d-14)

S =2000xT + 8x(d-14)
= the distance S must not be lower than 100 mm

* |fthe distance Sis greater than 500 mm it is possible to
re-calculate the distance using K=1600 but In these

1. Hazardous point circumstances, the distance must in no case be lower than

2. Sensitive area 500 mm

3. Reference plane

S. Safety distance

a. Height of the hazardous point S =7600xT + 8X(d' 74}

Fig. 36. Scenario 1 - Possibility to reach the hazardous
point only through the sensitive area

arms and legs.

@ Light curtains with a resolution for detection of
Light curtains resolution (d): 50 - 90 mm

Determination of the minimum safety distance:

S=KxT+C
K=1600
T =t + 2 “General formula for the

determination of the safety distance” on page 41

C=850

S =71600xT + 850
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Possibility to reach the hazardous point by leaning over the
edge of the sensitive area

In this case C, called “C_." is obtained from the following Ta-
ble 1 of ISO 13855:2010.

Determination of the minimum safety distance:

S=KxT+C(C,

K = 2000 or 1600 (see following
calculations)

T = t1 + t2 “General formula for the
determination of the safety distance” on page 41

C,, = see the following Table 1

1. Hazardous point
2. Sensitive area Note:
3. Reference plane ote:

a. Height of the hazardous point . PR
b. Height of the highest beam Interpolation is not allowed.

S. Safety distance = |Ifdistances a, b or C_ fall between values listed in the

table, use the higher.

Fig. 37. Scenario 2 - Possibility to reach the hazardous = C_ (reaching over) calculated using Table 1 of of ISO
point by leaning over the edge of the sensitive 13855:2010 must be compared to C as conventionally
area calculated (see paragraph 1).

Always select the higher value.

Height “b” of upper edge of area protected by photoelectric light curtain

Height of Hazard

zone “a” 900 1000 1100 1200 1300 1400 1600 1800 2000 2200 2400 2600
Alternative distance C,
2600 0 0 0 0 0 0 0 0 0 0 0 0
2500 400 400 350 300 300 300 300 300 250 150 100 0
2400 550 550 550 500 450 450 400 400 300 250 100 0
2200 800 750 750 700 650 650 600 550 400 250 0 0
2000 950 950 850 850 800 750 700 550 400 0 0 0
1800 1100 1100 950 950 850 800 750 550 0 0 0 0
1600 1150 1150 1100 1000 900 800 750 450 0 0 0 0
1400 1200 1200 1100 1000 900 850 650 0 0 0 0 0
1200 1200 1200 1100 1000 850 800 0 0 0 0 0 0
1000 1200 1150 1050 950 750 700 0 0 0 0 0 0
800 1150 1050 950 800 500 450 0 0 0 0 0 0
600 1050 950 750 550 0 0 0 0 0 0 0 0
400 900 700 0 0 0 0 0 0 0 0 0 0
200 600 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0

(Table 1 della 13855:2010)

For combined mechanical and electrosensitive protections (as shown), where it would be possible to lean against the
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1. Hazardous point

2. Sensitive area

3. Reference plane

a. Height of the hazardous point
b. Height of the upper edge

S. Safety distance

Fig. 38. Scenario 3 - Possibility to reach the hazard-
ous point by leaning against the mechanical
protection and bypass the light curtain

1. Hazardous point

3. Reference plane

S. Safety distance

Hra. Height of the highest beam
Hrb. Height of the lower beam

Fig. 39. Scenario 1 - Possibility to reach the hazardous
point only through the sensitive area. Light
curtains with 2, 3, 4 beams
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mechanical protection and bypass the light curtain

For the calculation of the parameter C should use

= Table 1 (for low risk applications) or

= Table 2 (for high-risk applications)

of ISO 13857:2007 (Formerly EN 294) in place of the table on
the previous page.

In this catalog the two tables of ISO 13857:2007 (Formerly
EN 294) - Safety distances to prevent danger zones being
reached by upper and lower limbs - are not mentioned.

Light curtains for the detection of the presence
of the body in a dangerous area. Light curtains
with 2 - 3- 4 beams

Determination of the minimum safety distance:

S=KxT+C
K=1600
T =t + t2  “General formula for the

determination of the safety distance” on page 41

C=850

S =7600xT + 850
Note for 2 beams light curtains:

= Hlower beam =400 mm (can be used if allowed by risks
analysis).
= Hhigher beam =900 mm

Note for 3 beams light curtains:

= Hlower beam =300 mm

= H middle beam =700 mm

= Hhigher beam =1100 mm
Note for 4 beams light curtains:
= Hlower beam =300 mm

= H middle beam 1 =600 mm
= H middle beam 2 =900 mm
= Hhigher beam=1200 mm

Height of the beams from the reference plane (eg. floor).
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Direction of approach parallel to the protected
plane with a=0° (+ 5°)

Horizontal light curtains for presence control in
a dangerous area

Determination of the minimum safety distance:

S=KxT+C
K=1600
T =t + 2 “Ceneral  formula for  the

determination of the safety distance” on page 41

C=1200- (0,4 x H)

S = 1600xT + (1200 - 0,4xH)

Note:

1. Hazardous point = C=1200-(0,4 x H) must be equal to or greater than 850

2.Sensitive area

3. Reference plane mm

a. Heightofbthe hazardf()jUSFDC;]intd d et od * The maximum height allowed is: Hmax = 1000 mm

. Dist t t tecti [ . . .

é, S;?ei“y‘cjistinvcfe” enaorme derection zone andmachine eqge = The height H depends on the resolution d of the light cur-

H. Height of the sensitive area tains and is determined through the following formula:
H=15x(d- 50)

Fig. 40. Horizontal light curtains for presence control = This formula can also be used to determine the maximum

in 3 dangerous area resolution that can be used at the different heights

d=H/15+50

= For example, the maximum resolution limits will be:
for H=1000 mm d=116 mm
forH=0mm d=50mm

= |fHis greater than 300 mm, at the stage of risk assess-

ment it becomes necessary to take into consideration the
possibility of access from beneath the beams

= When using the light curtain as a combination of trip and
presence sensing device, the distance x must be less than
or equal to the detection capability
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- Y] Di— I

1. Hazardous point

2.Sensitive area

3. Reference plane

a. Height of the hazardous point

S. Safety distance

x. Distance between end of the detection zone and machine edge
Hra. Height of the highest beam

Hrb. Height of the lower beam

Fig. 41. Possibility to reach the hazardous point only
through the sensitive area

direction of approach angled to the protected plane with
5°< a <85°

Slanted light curtains to detect hands
and arms and for presence control
in the dangerous area

With angle a >30° refer to the case of “Approach perpendicu-
lar to the protected plane”. (Previous case).

With angle a <30° refer to the case of "Approach parallel to
the protected plane”. (Previous case page 45).

Note:

The distance S refers to the beam farthest away from the
hazardous point

The height of the beam farthest away from the hazard-
ous point must not be greater than 1000 mm

For the determination of height H or

resolution d apply the following formulas to the lower-
most beam:

H=15x(d- 50)

d= H/15+50

When using the light curtain as a combination of trip and
presence sensing device, the distance x must be less than
or equal to the detection capability.

5, | When calculating the safety distance, also consider installation tolerances, accuracy of the measured response
p time and possible decay of the brake system performance of the machine.

It is advisable to increase the calculated value by at least 10% in order to take into account installation toler-
ances, accuracy in response time and possible degradation of brake system performance.

As can be seen from the formulas, the total stopping time plays an important role in calculating the safety dis-
tance; When a deterioration in braking time is expected, a Stopping Time monitoring device (SPM) is required.
Checking of the stopping time is not necessary when:

- The system is very reliable and not subject to deterioration

- The machine is only rarely stopped

- Effective preventive control of the braking systems of the machine is implemented.
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Light curtains protected height - Determination criteria

The following calculation, for the correct definition of the light curtains protected height are related to these models

of light curtains:

* model: EOS 152 A

= Nominal protected height: 160 mm
= Resolution: 20 mm

= Numbers of beams: 15

= Lens diameter: 10 mm

Risolution = Test Rod

A =

20 mm
mm 10m

S
£
o
[¥a}

7=

In order to keep in account the dimension of the “Test
Rod” (resolution), it is necessary to add 10 mm for each
side to the Z dimension.

Protected height =150+ 10+ 10 =170 mm.

This value is conventionally rounded to 160 mm (
Nominal protected height).

We can use the same nominal protected height value
(160 mm) for all other resolutions.

Using the ESPE as a presence sensing device

= model: EOS 151 A

= Nominal protected height: 160 mm
= Resolution: 14 mm

= Numbers of beams: 15

* Lensdimensions: 10 x 4 mm

Risolution = Test Rod

\

A

10 mm

<l<

144 mm
4 mm

N

In order to keep in account the dimension of the “Test
Rod” (resolution), it is necessary to add 10 mm for each
side to the Z dimension.

Protected height =144+ 10+ 10 = 164 mm.

This value is conventionally rounded to 160 mm
(Nominal protected height).

You can see that we can use the same nominal protect-
ed height value (160 mm) also for the 14 mm resolu-
tion.

The main function of a protective device used for presence sensing is to keep the machine in a safe state as long as a

person or part of it is within its sensing area.

The sensing area must therefore be configured so as not to allow for a person to remain within the hazardous area or
to a distance below the stated safety distance without being detected.

If the ESPE only performs the presence sensor function, it must be used in combination with other safety measures (eg
interlocked shield or crossover sensor) to ensure that the machine is in a safe state before it is possible access it.
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In dimensioning the protected area, additional protective measures shall be implemented in addition to computing the
safety distance, to prevent that a person can circumvent the protected area.

It shall not be possible to reach the dangerous area by climbing on the machine or crawling below the sensitive area or
leaning over the edge of the sensitive area.

The parts of the machine not guarded by the ESPE, shall be protected by means of solid repairs (e.g. interlocked guards
if can be removed to allow access for maintenance).

Correct installation

N ST~

Wrong installation

Unexpected start-up of the machine shall be prevented after a person has passed through the detection zone of the trip
device to the hazardous zone of the machine.

Suitable methods are:

= Dbarriers to ensure that a person cannot approach the machine hazard from directions not protected by the protec-
tive equipment

= provision of a restart interlock

= provision of a presence sensing device

= measures to prevent a person being present between the protective equipment and the hazardous zone.
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Muting function

The Muting function is the provisional and automatic cut-out of the light curtain protective function in relation to the
machine cycle. Muting can only occur in a safety condition. Two types of applications are envisaged:

1. Enabling personnel access inside dangerous area during the non-dangerous part of machine cycle.

Example: Positioning or removal of workpiece

Depending on the position of the tool, which is the most dan-
gerous part, one of the two curtains (the one facing the tool
working area) is active whereas the other is in Muting mode to
enable the operator to load/unload the workpiece. Muting mode
of the light curtains is subsequently reversed when the tool
works on the opposite side of the machine.

2. Enabling access to material and preventing access to personnel.

‘ ' ! P Example: Pallet exit from dangerous area
g A The safety light curtain incorporates Muting sensors able to dis-
. - . criminate between personnel and materials. Only the material is

authorized to pass through the monitored area.

The essential requirements regarding the Muting Function are described by the followings Standards:
IEC TS 62046 “Application of the protective equipment to detect the presence of persons”

EN 415-10 “Safety of the Machinery - automatic palletizing systems”

IEC 61496-1  "Electro-Sensitive Protective Equipment”

General Requirements:
= Muting is a temporary suspension of the safety-related function and it must be activated and de-activated auto-
matically.

= The safety integrity level of the circuit implementing the Muting function shall be equal to that of the safety func-
tion temporarily suspended, so that the protection performance of the entire system is not adversely affected.

* Muting should be activated and de-activated only by means of two or more separate and indipendent hardwired
signals triggered by a correct time or space sequence. Such that a signal fault cannot considered a muting condi-
tion.

= |t shall not be possible to trigger Muting while the ESPE outputs are in the off state.
= |tshall not be possible to initiate Muting by turning the device off and then on again.

= Muting shall be only activated in an appropriate point of the machine cycle, i.e. only when there is no risk for the
operator.

= Muting sensors shall be mechanically protected to prevent mismatch in case of impact.
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MUTING: palletizers and materials handling systems

Requirements for the monitoring of the openings:

Monitor the load, not the pallet, otherwise the operator might go into the hazardous zone being dragged by the
pallet.

Muting time must be restricted to the actual time taken by the material to pass through the opening.

Muting must be time-restricted.

Sensor mismatch with effect similar to their actuation shall not allow a condition of permanent Muting.

The configuration and positioning of the Muting sensors shall ensure reliable differentiation between personnel
and material.

The layout of the opening, the positioning of the Muting sensors and the additional side protections shall prevent
personnel access to the dangerous area for all the time the Muting function is activated and throughout the time
the pallet crosses the opening.

Therefore it is necessary to realise a safety system able to distinguish between:

@ authorized materials

to go through the light curtain

@ non authorized people

The Muting function can be present on both type 2 and type 4 safety light curtains.
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Common solutions for Muting sensor positioning

Muting with 2 crossed-beam sensors — Configuration type T with timing monitoring and two-way pallet
operation:

* The point of intersection of the two beams shall lie in the segregated dangerous area beyond the light curtain.
= A fail safe timer shall be provided to restrict Muting to the time needed for the material to cross the opening.

* The Muting function shall be activated only if the Muting sensors are contemporaneously intercepted: (t2(52) —
t1(S1) = 4 seconds max.).

= The two beams shall be continuously interrupted by the pallet throughout the transit through the sensors.
= A matt cylindrical object D=500 mm (simulating the size of a human body) shall not trigger the Muting function.

N

DANGEROUS
AREA

Muting sensor beam intersection shall be positioned the higher up or equal than level of the lower light curtain beam
to avoid possible tampering or accidental triggering of Muting.

v v
A B
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Muting with 4 parallel-beam sensors — Configuration type T with timing and/or sequence monitoring - Two-way pal-
let operation:

= The 4 Muting sensors shall be all actuated together for a brief moment (sequential actuation and de-activation of
the 4 sensors).

= The distance between sensors and the sensing field of the light curtain shall be:

- dtandd3 <200 mm to prevent undetected personnel access by preceding or following immediately after
the pallet during Muting.
- d2>250mm to prevent personnel limb, garment, etc. from enabling Muting by triggering two

sensors simultaneously.

Mechanical safety guard

' |
l‘:. e ]
u) |

Muting with 2 crossed-beam or parallel-beam sensors — Configuration type L with timing monitor-
ing and one-way only(exit from dangerous area) pallet operation:

= Muting sensors shall be positioned beyond the light curtain in the dangerous area.

= Muting shall be disabled as soon as the light curtain is cleared and not later than 4 seconds max. from the instant
the first of the two Muting sensor is cleared. The timer monitoring the 4 seconds shall be a safety-related item.

(7]
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DANGEROUS
AREA

Mechanical safety guard
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Protection of two transport systems operating in a coordinated way

The example shows a part of a production line comprising two machines, A and B, and two transport lines. The pallets
move from the dangerous area associated with conveyor 1 to the dangerous area associated with conveyor 2.

The M1 Muting system with two T-shaped sensors allows pallets to pass from conveyor 1 to conveyor 2.

If the operator opens door 1, the dangerous area associated with machine B is made safe while the Muting system M1
will prevent the operator from accessing the dangerous area associated with machine A.

If the operator opens door 2 instead, the dangerous area associated with machine A is made safe, but the system of

Muting M1 cannot provide any protection to the operator if he tries to reach the dangerous area associated with Ma-
chine B by passing on the transport system since the operator can activate the Muting before having interrupted the
sensitive area of the barrier, for example by passing at the point of intersection of the two muting sensors. The Muting
system with two T-sensors is therefore not suitable.
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For this application it is necessary to use a four sensor muting system with timing or sequence control.
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The barriers with 4 muting sensors with parallel beams:

* allow the bidirectional transit of pallets between one machine and another
= they do not activate muting and if a person tries to cross the protected passage in both directions.
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Blanking function

Blanking is an auxiliary function of safety light curtains for which the introduction of an opaque object inside parts of
the light curtain’s protection field is allowed without causing the stoppage of the machine. Blanking is only possible in
the presence of determined safety conditions.

The blanking function is therefore particularly useful when the light curtain’s protection field must be inevitably
intercepted by the material being worked or by a fixed or mobile part of the machine.

In practice, it is possible to keep the light curtain’s safety outputs in an ON condition, and the machine working, even if
a pre-determined number of beams within the protection fields are being intercepted.

Fixed Blanking allows a fixed portion of the protection field (i. e. a fixed set of beams) to be occupied, while all the other
beams operate normally.

Floating Blanking allows the object to move freely inside the light curtain’s protection field occupying a given number
of beams, at the condition that the occupied beams are adjacent and that their number is not higher than the config-
ured one.

Floating Blanking with compulsory object presence makes the light curtain work in a reverse way within the blanked
portion of the protection field. That is, the blanked beams must be occupied during blanking and therefore the object
has to be inside the protection field for the light curtain to remain in the ON state. In this case too the object can move
freely within the protection field if the above conditions are respected.

Requirements for the blanking function can be found in the Technical Specification IEC/TS 62046 describing ad-
ditional means required to prevent a person from reaching into the hazard through the blanked areas of the
detection zone.

]
|
H

WARNING!

The use of the blanking function can be allowed depending on the characteristics of the application to be protected.
Based on the risk analysis of your application, check whether the use of the blanking function is allowed for that
particular application and with what features.

The use of the blanking function may need a recalculation of the safety distance due to the modified detection capability.
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Characteristic elements

The Laser scanner (Active Opto-electronic Protective Device responsive to Diffuse Reflection) measures the distance
between the objects that fall into its sensing field by means of the small fraction of energy that is re-diffused by the
objects themselves in axis with the direction of emission.

AOPDDRs do not need a cooperating target for their opera-
tion, especially where the protected area is mobile, as is the
case with AGVs, or where it is necessary to vary the position
and size of the protected area during the production process

For EN 61496-3, Laser Scanners must be classified in accord-
ance to type 3 or lower safety sensors.

ForIEC 61508, IEC 62061, 1ISO 13849-1, they must be used to
realize safety functions up to SIL 2 - PL d or lower.

Using the Safety Laser Sensor, precise programmable hori-
zontal protected areas of variable shape can be created (i.
e. semi-circular, rectangular or segmented), suitable for all
applications with no need of a separate reflective or receiv-
ing element.

It is also possible to use the Laser Scanner in a vertical posi-
tion for the access protection to a dangerous area, in that
case detection of the edge of the gate is mandatory (IEC TS
62046).

Any person or object entering or remaining in the safety zone during survey causes, through the self-monitored static
safety outputs of the device, an emergency stop command to the control system of the protected machine. The ma-
chine’s hazardous movement will thus be interrupted.

If the warning zone is instead occupied, thanks to a non-safety dedicated solid state output, a signal is sent to the ma-
chine control system, which can be used to activate a light or a sound signal in order to prevent operators to break into
the safety zone and stop the machine. Or, on an AGV application, the warning signal can be used to slow the vehicle
down, so that a possible further break of the safety zone will not force it to stop abruptly, thus reducing the mechanical
wear of the AGV.

The profiles of the controlled areas, as well as all the other configurable parameters, are programmable through a dedi-
cated user interface software, installed on a laptop or PC and connected with the scanner via a serial interface.

The Laser Scanner is also able to automatically detect the controlled area by means the teach-in function.
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Controlled areas

Safety zone

This is the effective protection zone, in which the laser scan-
ner assures the detection of any obstacle having a minimum
reflectivity to infrared light of 1.8%. This means any human
body in any possible clothing.

The occupation of this zone causes the switching of the two
safety outputs that control the emergency stopping of the

machine. Safety zone ‘
Warning zone oo
The shape of the zone can be programmed according to the Max detection zone

application requirements.
Warning zone
This is the zone in which the laser scanner is able to detect the presence of an obstacle approaching the safety zone.

The occupation of this zone causes the switching of the auxiliary output that can be used to activate light or sound sig-
nals or in order to slow down the hazardous movement.

This zone is generally larger than the safety zone. In this case also the shape of the zone can be programmed according
to the application requirements.

Advantages of the laser scanner

= No receiving and reflecting elements

= Simple programming of differently-shaped controlled areas

* Monitoring and protection of large areas

* Horizontal mount for the detection of the body in a dangerous area

= Vertical mount for the detection of hands and arms or for the detection of the body in access control
= Use on moving vehicles (AGVs)

= Measurement of object size, shape and position

= Fast and reliable installation
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Applications

Dimensional measurement

Area control

Example of an horizontally mounted protective field perma-
nently monitored by Pharo. In this way a larger area can be mon-
itored through the detection of the lower limbs of the body.

Access control

If the controlled plane is installed in a vertical position, even
very large accesses can be protected. Hands, arms or the whole
body can be detected, depending on the chosen resolution.

Note: the contour detection is mandatory for the vertical mount
/ accesscontrol applications.

Protection of Automatic Guided Vehicles (AGV)

The vast size of the controlled area allows the AGV to travel at
higher speeds with respect to bumper protection.

The warning area permits speed reduction in the presence of
obstacles.

The data measured by the sensor can be sent to the vehicle on
the serial interface and used as navigation aid.

The sensor is first of all a measurement device. Therefore, the measurement data of the surrounding environment,
which are always available during operation, can also be used for object profile, position and dimensions measurement

in industrial automation.
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RFID safety sensors

The RFID technology enables Magnus RFID sensors to be individually
coded in three different ways to allow the appropriate tampering protec-
tion in all applications. The highest configurations allow each sensor to be
paired with one only assigned actuator.

The RFID technology used allows to reach safety levels up to PL e /SIL 3
(ENISO 13849-1 directive) also when connecting the sensors in series.

Magnetic safety sensors

Magnus series safety switches can be connected to Mosaic safety
configurable controller (PL e) or to the dedicated safety control unit
MG d1 (PLd).

MG switches connected to Mosaic safety controller form a certified PL e
safety system.

Inductive safety sensors

A complete range of sensors for position detection.
= Certified according to the EN 60947-5-3 standard
» |t guarantees the safety of people and machinery
* |t does notrequire a specific actuator

= Connecting sensors to interfaces, controllers or Safety PLCs
(For example: AD SR1, Mosaic)

All the models in the range reach the safety level PL d /SIL2.
The PI M30 NF K model reaches safety level PL e / SIL3
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Safety switch with guard locking

Interlocking device (ISO 14119:2013, § 3.1) - Mechanical, electrical
or other type of device, the purpose of which is to prevent the op-
eration of hazardous machine functions under specified conditions
(generally as long as a guard is not closed).

The reference standard is EN 14119. The standard emphasizes the
fact that the interlock function and the lock function are two sepa-
rate safety functions, with PLR that can also be different. Often the
safety level required for the interlock function is lower than that re-
quired for the interlock function.

As an example, we will analyse the protection of a machine's danger-
ous movement through a perimeter protection gate by carrying out
arisk analysis (simplified) according to EN 13849.

A tree type graph of decisions is used to find the contribution to risk reduction that must be provided by the safety
related function, leading to univocal identification of PL r. If more than one safety-related function are identified, PL r
shall be identified for each of them.

Interlock safety related function

1. When the gate opens, the dangerous movement must be stopped and remain still.
2. Referring to the graph above, In case of accident, we assume that:
- Theinjury that can be generated isirreversible, S,
- Freguency exposure to hazard is continuous (Machine always in run), F,
- Possibility of limiting the damage is low and the risk is unavoidable in case of unexpected start of the machin-
ery, P,.

Than, the required Performance Level (PLr) of the interlock safety function must be PL e.

Lock safety related function

We have also to consider the machinery inertia. The safety distance (calculated according to EN 13855) is greater than
the distance between the gate and the dangerous area. In this case, it is possible to open the gate and reach the ma-
chinery stillin motion. For this reason, it is advisable to use a lock device that locks the gate safely, preventing entry until
the machinery is moving.

Therefore, safety systems able to perform this function must be used. For example:

= Safety speed monitoring able to check the stand still of the moving parts before allowing the gate or guard open-
ing
= Authorize opening only after a delay following a stop command.

Therefore we have a new safety function, the gate or guard lock

Always using the previous page graph, we analyze the risks even for the lock function. Let's assume that:

1. Theinjury that can be generated is irreversible, S,

2. Frequency exposure to hazard is rare (entry into dangerous zone is rare), F,

3. Possibility of limiting the damage is high and the risk is avoidable, P.. This for two reasons:
- The operator can see the dangerous movement of the machinery (humane behavior) and decide to not entry
- Very reliable systems to control the movement of the machine are used (Safety speed monitor, Safety PLC....)

Than, the required Performance Level (PL r) of the lock safety function must be PL c.
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Safety levels

In this type of device, a single failure resulting in the loss of the safety function. Typically mechanical breakage of the ac-
tuator tongue or some other part of the mechanical connection. Therefore, a single mechanical failure can compromise
the safety of the gate or guard or can it may cause a transmission error. The contacts transmit an incorrect signal about
the state of closure or opening of the gate or guard.

The lock interlock safety function of these devices is (in general) of category Cat. 1:

* Thereis no redundancy, therefore Cat. 4 and Cat. 3 must be excluded. The single fault resulting in the loss of the
safety function

= (at. 2 isimpractical because it is impossible to test the functioning of the mechanical retention

= (Cat. 1 can only be reached thanks to the reliability of the components (high MTTF )

= From ISO 13849-1 - Table 5, we can see that the safety levels PL c and PL d correspond to Cat. 1.

How to increase the safety level of the interlock function?

To increase the safety level of this function there are several alternatives:

*= Redundancy, i.e. duplicating the interlocking device (electromechanical)

= Again to obtain redundancy, we can combine the electromechanical device with a more refined technology sensor,
for example an RFID sensor, to be used as an interlocking device.

* Fault exclusion, i.e. carry out a detailed analysis of all dangerous failures and take measures to exclude all cases in
which they can occur. With this method, using only one device, it is possible to reach Cat. 3 /PL d (PL e does not
plan to use the fault exclusion). It is a complex activity that must be carried out according to EN 13849-1 /2 and
justified in all its aspects.

Let's summarize these concepts now with an example based on ReeR products.

= Safelock Safety switch with guard locking and electromagnetic lock
= Magnus RFID Contactless RFID sensor with OSSD outputs used as interlock sensor
= Magnus Contactless magnetic Reed sensor with 2 N.O. contacts used as interlock sensor
= Safety realys (ADSR3, ADS4, AD SR1)
= MOSAIC Safety controller
Lock function Interlock function
Category / Safety level Category / Safety level Coding Devices
Safelock +
Upto Cat. 1/PLc (Note) UptoCat.1/PLc Low PL d safety interfaces for emergency stop

buttons and safety switches ADSR3 or 1 Mosaic input

Safelock +
PL d safety interfaces for emergency stop

Upito Cat. 1 /PL e (Note) Upto Cat. 3 /PLd ol buttons and safety switches ADSR3 or 2 Mosaic inputs +
Fault exclusion (note)
Safelock +
. Magnus +
Up to Cat. 1/PLc (Note) UptoCat.4/PLe High 2 PL e safety interfaces for emergency stop buttons and safety
switches ADSR4 or 4 Mosaic inputs
Safelock +
Up to Cat. 1 /PLc (Note) UptoCat.4/PLe High Magnus RFID +
Safety relay AD SR1 or 2 Mosaic inputs (only for Magnus)
2 Safelock +
PL d safety interfaces for emergency stop
UptoCat.4/PLe Upto Cat. 3/PLd Low buttons and safety switches ADSR3 or 2 + 1 Mosaic inputs (FBK
needed)
2 Safelock +
UptoCat.4/PLe Upto Cat.4/PLe Low 2 PL e safety interfaces for emergency stop buttons and safety

switches ADSR4 or 4 + 2 Mosaic inputs (FBK needed)

(Note) Cat. 3 /PL d can be reached through fault exclusion. The exclusion of faults is allowed according to point 7.3 of EN ISO 13849-1 of which an
extract is reported.
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ADMIRAL ADMIRAL ADMIRAL
AD AX AX BK
Sensor Light curtain Light curtain Light curtain Light curtain Light curtain
Type 4 Type 4 Type 4 Type 4 Type 4
safety level SIL3-PLe SIL3-PLe SILCL3-PLe SILCL3-PLe SILCL3-PLe
Resolution (mm) 14 14 14 14 14

Controlled area

. 160...1960 160...1960 160...1810 160...1810 160...1810
heights (mm)
Max. range (m) 6 6 5 5 5
Start/Restart ) o5 ) os )
interlock integrato Y y
EDM integrato - yes - yes -
Blanking - - - - yes, floating
Versioni Master/Slave - yes (1/2 slave) - yes (1 slave) yes, master

SAFEGATE SAFEGATE ADMIRAL ADMIRAL ADMIRAL

SM - SMO SMPO AD AX AX BK

Sensor Light curtain  Light curtain  Light curtain  Light curtain  Light curtain  Light curtain  Light curtain  Light curtain
Safety level Type 4 Type 4 Type 4 Type 4 Type 4 Type 4 Type 4 Type 4

SIL3-PLe SIL3-PLe SIL3-PLe SIL3-PLe SILCL3-PLe SILCL3-PLe SILCL3-PLe SIL3-PLe
Resolution(m) 20, 30, 40 20, 30, 40 30, 40 30, 40 20, 30, 40 20, 30, 40 20, 40 30, 40
ﬁggﬂgé’fﬁ;{ea 160..2260  160..2260  310..2260  310..2260  160..2260** 160 ..2260%* ;gg(');* 310...1810
Max. range (m) 12 0r 20 12 0r 20 4o0r12 4or12 18 18 18 16 or 60
Start/Restart
Interlock - yes yes yes - yes - yes
EDM - yes yes yes - yes - yes
Blanking - - - - - - yes, floating -
Muting - - yes yes - - - yes
Master, Slave - yes (1/2 slave) - - - yes (1slave)  yes master -

Integrated Muting

l - SMO model  yes - - - -
amp

Programmable - - - yes - - - -

TRX version with pas-

seive elment - yes yes - R : yes
B _ . yes
Long Range e om

height up to 2260 mm. Resolutions (30 mm, 40 mm, 50 mm and 90 mm).

In detail the new protected heights are: 1960 mm, 2110 mm and 2260 mm.

Master and Slave models are not available for these new heights.

*VISION VXL and VISION MXL 30 mm resolution models: maximum controlled area height 1210 mm.

[a.o. ** Are available, on request, ADMIRAL series safety light curtains (AX, AD and AX BK models) with protected
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Start/Restart interlock

Interlock function (manual restart required) at machine start or restart.

EDM

External Device Monitoring: controls the switching of external contactors via
feedback input.

Master/Slave

Two or three light curtains can be connected in cascade; all the outputs are
managed by only one of these (Master).

The light curtain can be programmed to ignore a single object of defined

=1 Sl <) €

Detection of the body

in access control

LASER
SCANNER
UAM

Blanking dimensions that may also be greater than the resolution (see "Blanking
function")
. The protective function of the light curtain can be inhibited under certain
Muting L " } o
safety conditions (see "Muting function")
Modelli | Models with connections for external Muting sensors
Modelli L, T Models with built-in Muting sensors in pre-assembled kits for pallet outfeed

LASER
SCANNER
PHARO

only (L) or infeed/outfeed (T).

VISION
VXL

VISION
MXL

VISION

VISION
Vv VX

Light curtain

Laser scanner

Laser scanner

Light curtain

Light curtain  Light curtain Light curtain Light curtain Light curtain

Type 4 Type 3 Type 3 Type 2 Type 2 Type 2 Type 2 Type 2 Type 2
SIL3-PLe SIL2-PLd SIL2-PLd SIL1-PLc SIL1-PLc SILCLT-PLc SILCL1-PLc SILCLT-PLc SILCLT-PLc
40 30, 40, 70 select. 30, 40 select. 30, 40 30, 40 20, 30, 40 20, 30, 40 30, 40 30, 40
610...1210 - 160 ... 2260 160 ... 2260 160...1810 160...1810 160...1810* 160...1810*
16 or 60 5 (radius) 2,6 (radius) 12 12 16 18 8 8
yes yes yes - yes yes yes yes
yes yes yes - yes yes yes yes

- - - - yes

- - yes (1/2 slave) yes (1slave) -
yes - -
yes ) ) ) )
(up tp 60 m)
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ADMIRAL
AD

ADMIRAL
AX

ADMIRAL
AX BK

Sensor Light curtain Light curtain Light curtain Light curtain Light curtain Light curtain Light curtain
Safety level Type 4 Type 4 Type 4 Type 4 Type 4 Type 4 Type 4

y SIL3-PLe SIL3-PLe SIL3-PLe SILCL3-PLe SILCL3-PLe SILCL3-PLe SILCL3-PLe
Resolution (mm) 50, 90 50,90 50, 90 50, 90 40,90 40,90 40
Controlled area 160... 2260 160 ... 2260 310..2250%%  310..2250**  310..2250**  310...1810 610...1210
heights(mm)
Max. range (m) 12 0r20 12 or 20 18 18 18 16 or 60 16 or 60
Start/Restart ) os i os i os os
interlock y Y y Y
EDM - yes - yes - yes yes
Blanking - - yes, floating - -
Muting - - - - - yes -

Master/Slave - yes (1/2 slave) yes (1 slave) yes (master) - -

Long Range - - yes (up tp 60 m) yes (up to 60 m)
SAFEGATE SAFEGATE ADMIRAL ADMIRAL JANUS
SM -SMO SMPO AD AX M
Sensor Light curtain Light curtain  Light curtain Light curtain  Light curtain  Light curtain  Light curtain Light curtain
Safety level Type 4 Type 4 Type 4 Type 4 Type 4 Type 4 Type 4 Type 4
y SIL3-PLe SIL3-PLe SIL3-PLe SIL3-PLe SILCL3-PLe SILCL3-PLe SIL3-PLe SIL3-PLe
Number of beams 2,3,4 2,3,4 2,3,4 2,3,4 2,3,4 2,3,4 2,3,4 2,3,4
Resolution (mm) - - - - - -
Controlled area 510..910  510..910  510..910 510..910  510..910  510..910  510..910 510...910
heights(mm)
Max. range (m) 12 or 20 12 or 20 40r12 4o0r12 18 18 or 60 16 or 60 16 or 60
Start/Restart
interlock - yes yes yes - yes yes yes
EDM - yes yes yes - yes yes yes
Mutin - - es es - - ves, |, Land T
9 Y Y models

Master/Slave - yes (1/2 slave) - - - yes
Ilntegrated Muting SMO Model  yes ) } ) )
amp
Programmable - - - yes - -
TRX versions with
passive retroreflector - - yes yes - - yes yes
elements

) i ) ) ) yes yes yes
Long Range (Finoa 80 m) (upto60m) (uptp 80 m)
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VISION
VX

LASER SCANNER

VISION
PHARO \%

LASER SCANNER
UAM

Laser scanner Laser scanner Light curtain Light curtain Light curtain Light curtain

Type 3 Type 3 Type 2 Type 2 Type 2 Type 2
SIL2-PLd SIL2-PLd SIL1-PLc SIL1-PLc SILCL1-PLc SILCL1-PLc
30, 40, 70 select. 50, 70 select. 50,90 50,90 50,90 50,90

- - 160 ... 2260 160 ... 2260 310...1810 310...1810
5 (radius) 2,6 (radius) 12 12 16 18

yes yes yes yes

yes yes yes yes

LASER
SCANNER
UAM

Laser scanner

Type 3
SIL2-PLd

5 (radius)

yes

yes

LASER
SCANNER
PHARO

Laser scanner Light curtain
Type 3 Type 2
SIL2-PLd SILT-PLc
- 2,3,4

- 510..910
2,6 (radius)) 12

yes

yes

Light curtain

Type 2
SIL1-PLc

2,3,4

510..910
12

yes

yes

ves (1/2
slave)

yes (1/2 slave)

VISION
Vv

Type 2

SILCLT-PLc

2,3,4

510..910

16

Light curtain

VISION
VX

Light curtain

Type 2
SILCLT =PL ¢

2,3,4

510..910
18 or 60

yes

yes

yes (1 slave)

yes
(up tp 60 m)

yes (1 slave)

VISION VISION
VXL MXL
Light cur- Light curtain Single beam
tain
SleceLi Type2 Type2
SILCLT-PLc SILCLT1-PLc
PL c
2,3,4 2,3,4 1,2,3,4
510..910 510...910 -
8 8 8or20
os os yes with AU
y y SX or AU SXM
os os yes with AU
J J SX or AU SXM
os yes with AU
¥ SXM

ULISSE

Single beam

Type 2
SILCLT-PL ¢

1,2,3,4

6

yes with AU
SX or AU SXM

yes with AU
SX or AU SXM

yes with AU
SXM
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As the ESPE will be integrated in the machine safety-related control system, the choice of its safety level will depend
on the result of risk analysis and, consequently, on parameters such as PL, SIL or category resulting from the relatetd
safety function.

Product Standards (Type C) usually recommend the most suitable ESPE type for each safety-related function involved.
If type C Standards are not available, adopt the recommendations of ISO 13849-1 and IEC 62061. Also consider that the
overall safety integrity of the serial connection: input — control unit — actuators, shall necessarily be equal to or lower
than that of the weaker device.

Rules for correct interconnection of protection devices to machine control system

The interconnections between safety outputs of ESPE (OSSD) and the machine primary control elements, the position-
ing and selection of reset push buttons shall not reduce or eliminate the extent of safety integrity assigned to the
safety-related machine control system.

Next figure shows the most common example, i.e. where the machine control and monitoring system (e.g. the PLC) has
no safety-related function. In this case, the safety-related control system monitoring the protective devices connected
to it must operate autonomously and must be inserted between the machine control system and the machine primary
control elements.

( ) ( )

Non-safety-

related
input devices

Protective
equipment

- A
1
|
input L= -
Machine P Safety- related MPCE
control input devices ¢= — — —
function EDM
MPCE = Machine Primary Control
L ) L ) Element

Fig. 42. Machine control and monitoring system (e.g. the PLC) has no safety-related function

If the machine is equipped with an integrated safety-related control and management system (safety-related PLC),
see figure 15, machine operational functions and safety-related functions should be governed through the centralized
safety-related system.

Non-safety-
related
functions

Safety- related functions
e.g. restart interlock, test

Protective

equipment

\j \j

inputs

Safety- related machine control

MPCE

Fig. 43. integrated safety-related control and management system (safety-related PLC)
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Placement of the acces control light curtains in the paletizer plant

This standard study tries to answer these two questions:

= how high, compared with to reference plane, it must be the first beam of the light curtains?
= What is the selection criterion to determine the number of the beams of the light curtains?

Below there are three examples of palletizers where the safety light curtains are positioned:

= Example 1
at the ground floor,

= Example 2
on a conveyor placed near the ground,

= Example 3
on a conveyor in the case of a raised conveyor if its surface is flat and,
moreover, easily accessible by stairs.

For each of these conditions the EN 415-19 defines:

3. how high must be positioned the first beam of the light curtain
4. the number of beams of the same light curtain.

When the openingincludes the floor or an easily accessible platform as in follow example, the AOPDs must have at least
3 beams positioned at 300mm, 700mm and 1100mm from the access plane.
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A. AOPD with 3 beams
G. Fixed guard
H. Column of the AOPD

2000 mm

1100 mm

Fig. 44. Positioning of the AOPD - General

When the opening is on a conveyor, the AOPDs must have at least 2 beams positioned at 400mm and 900mm from the
conveyor plane.

G G

A. AOPD with 2 beams
C. Conveyor
G. Fixed guard
H. Column of the AOPD
P. Pallet

2000 mm
900 mm

400 mm

Fig. 45. Positioning of the AOPD - Above the roller conveyor

The safety distance must be calculated using the formula: S= 1600 x T + 850 (see ISO 13855:2010)

If it is possible to reach the dangerous point by leaning over the edge of the higher beam then the following formula
must be used: S=1600x T + C_(Where Cro comes from Table 1 of ISO 13855:2010)

Or an ESPE with a larger number of beams must be selected.

Using mechanical obstacles

To prevent a person from crawling below the lower beam and
reaching the dangerous area without being intercepted by the
AOPD, mechanical obstacles can be used.
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Industrial thermal processes

Control of all applications where burners are used or, in general, in industrial thermal processes. Example: ovens, dryers
for ceramic or cereals, shrink-sleeve wrappers & spreading lines, etc..

The most common requests for this kind of applications are the following:

Flame monitoring, according to ISO 13849-1 standard, must reach PL e safety level.
Gas and burning oil pressure control (PL d).

Post-purge monitoring of gas presence in pipes (PL d).

Combustive-air ventilation turn-off control (PL d).

With regards to these type of applications, a key factor should be highlighted: there should be no confusion

| p between the actual “burner” and the plant or thermal process in which the burner is used.

Sensors required by the EN 746-2 standard

Burners must comply with specific standards requiring analogic reading functions of air-gas mixture and many
other relating logic functions.

Instead, standard EN 746-2 regulates burner’s applications defining the thermal process required safety levels
and regulations applicable.

Flame extinction monitoring: flame-presence detector sensors are
normally used (often optical, non-safety) instead of the required SIL3-type
or 2x SIL2-type flame detectors. More commonly, certified integrated
burner monitoring systems (BMS), including flame control, are used. The
SIL3-type or the 2x SIL2-type digital signal generated by the BMS can be
used as input.

Gas pressure monitoring: pressure switches (SIL2-type, SIL3 not available).
Pilot-flame temperature control: temperature detectors (SIL3).

Gas pipes purging control: gas detector (SIL3 or SIL2).

Air-vent fans monitoring: flow sensors (SIL2).

Air/fuel ratio monitoring: pressure switches (SIL2).
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The block diagram shown below indicates the re-
lationships between system'’s components.

The diagram clearly shows where Mosaic safety
controller can take action. Based on the input re-

ceived from sensors and safety systems, Mosaic
OSSDs acts on the combustion-gas and combus-
tive-air nozzles, controlling and adjusting the
combustion process.

Process control (a)

1. Control and instrumentation system /
Operator control level
- Process control level
- Control level (local)
- Control (non-fail-safe)
- Tuning and adjustments
- Monitoring
2. Protective systems
- E-stop
- Safety interlock
- Purge and pipe monitoring
- Tightness control

- Automatic burner control unit Fig. 46. Block diagram showing equipment for industrial thermal
- Flue gas venting process

- Air/fuel ratio

- Flow and pressure detectors

- High temperature limits

Heated system (b)

© Ny AW

Fuel supply (gas)

Combustion air supply

Burner system and ignition device
Combustion chamber

Processing chamber

Flue gas system.

Standard

These types of systems are regulated by European Standard EN 746-2 - “Industrial thermoprocessing equipment safety
requirements for combustion and fuel handling systems” May 2010.

This Type C standard and is part of the 8 standards forming the EN 746 safety standards “Industrial Thermoprocessing
Equipment”.

[2

The EN 746-2 assumes that all equipments are not creating any potential explosive atmosphere and are lo-
cated in a normally ventilated area.

EN 746-2 defines the requirements for the protective-and-safety systems of these devices:

* The protective-and-safety system is a group of devices, control units and safety circuits whose main purpose is the
protection of the personnel, the plant and the environment.

* The protective-and-safety system includes all components required to carry out the safety function:
- Sensors for monitoring safety-related parameters (e.g. flame temperature, air pressure, etc..)
- Combustion-gas and combusive-air blocking devices (valves)
- Combustion-chamber ventilation control and burner protection devices (e.g. temperature level monitoring).
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A protective-and-safety system is typically made up of sensors, control logics, actuator devices and a multi-channel
system allowing communication between all elements. The required safety monitoring of the whole system can be

performed by Mosaic.

The standard also defines the conditions that the protective-and-safety system should Ffulfill, indicating 4 possible sce-

narios as shown in the following table:

Condition Device Standard
Automatic burner control systems EN 298
Hardwired system in which all components comply Valve testing systems EN 1643
with the relevant product standards as specified in  Pressure sensing devices EN 1854
52056 Automatic shut-off valves EN 161
Gas/Air ratio controls EN 12067-2
Automatic burner control systems EN 298
Valve testing systems EN 1643
. . o Pressure sensing devices EN 1854
Hardwired system with a combination of:
) ) Automatic shut-off valves EN 161
components complying with the relevant product ) )
standards as specified in 5.2 to 5.6 Gas/Air ratio controls EN 12067-2

Guarding functions (e.g. gas pressure, temperature) performed by
components for which no relevant product standards are existing shall
comply with at least: SIL2 /PLd

components complying with defined SIL/PL level in
accordance respectively with EN 62061 and EN ISO
13849-1

Functions which will lead to immediate hazard in case of failure (e.g.
flame detector device, ratio monitoring) performed by components for
which no relevant product standards are existing shall comply with at
least:SIL3 /PLe

IEC 62061 (SIL)
EN ISO 13849 (PL)

Automatic burner control systems EN 298
Valve testing systems EN 1543
Pressure sensing devices EN 1854
Automatic shut-off valves EN 161
Gas/Air ratio controls EN 12067-2

PLC based system with a combination of: Guarding functions (e.g. gas pressure, temperature) performed by

components complying with the relevant product ~ components for which no relevant product standards are existing shall
standards as specified in 5.2 to 5.6 comply with at least: SIL2 /PLd

Functions which will lead to immediate hazard in case of failure (e.g.
flame detector device, ratio monitoring) performed by components
for which no relevant product standards are existing shall comply with
atleast:SIL3/PLe

components complying with defined SIL/PL level in
accordance respectively with EN 62061 and EN ISO
13849-1

Software for safety functions should be separate from other func-
tions (e.g. control functions) the software for safety functions shall be
designed in accordance with the requirements of EN ISO 13849 and EN
62061.

A PLC used for safety functions shall comply with EN ISO 13849-1 and
EN 62061.

IEC 62061 (SIL)
ENISO 13849 (PL)

PLC based system in which all components comply
with defined SIL 3 /PL e and with a defined SIL 3/PL
e of hard and software.

In this case ENISO 13849-1 and EN 62061 shall be applied for the
protective system in general

IEC 62067 (SIL)
EN ISO 13849 (PL)
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Perimeter protection

Combined application of safety light curtains and deflector mirrors. For perimeter protections up to 4 sides, floor sup-
port columns with deflection mirrors can be used in combination with safety light curtains. An example of application is
illustrated in the following figure.

Safety light curtain
Receiver

Safety light curtain
Emitter

Floor support columns
with deflection mir-
rors

Fig. 47. Machine for laser cutting perimeter protection

Columns with deflection mirrors range offer from ReeR is the following:

Models FMC-S2 FMC-SB2 FMC-S3 FMC-SB3 FMC-S4 FMC-SB4 FMC-S1700 FMC-S2000
Ordering codes 1200620 1200645 1200621 1200646 1200622 1200647 1200625 1200623
single mirror 2 mirrors for  single mirror 3 mirrors for ?glrglclgrﬂ;lr- four mirrors  controlled controlled
Description for 2 beams 2 beamslight for 3 beams 3 beams light . for 4 beams  heightupto heightupto
. . ; . ) A beams light . .
light curtains  curtains light curtains  curtains curtains light curtains 1360 mm 1660 mm
Overallheight with ¢ 5 1255 1385 1725 2025

base (mm)

The SP deflection mirrors make it possible to create perimeter protection of areas with access point on multiple sides
with large distances between the protection elements.

Normally the light curtains used in this type of applications are those with 2, 3 and 4 beams for detecting the presence
of the body in a hazardous area. However, You can also use light curtains with different resolutions. In this case, do
not apply the measures listed in the table of the next page. For these applications it is necessary to assess the safety
distances depending on the type of plant. The layout of safety light curtains and columns with the deflection mirrors
clearly depend on the type and the specific requirements of the protection system we intend to create.

There are three factors to take into account in calculating the distances between safety barriers and columns:
= Divergence between the beams - Should be taken into account that the beams emitted from the light curtain emit-
ter present a certain degree of divergence, so there are never perfectly parallel.

= Any problems of flatness of the mirror - This factor, as the previous increases its influence with increasing distanc-
es.

= Absorption coefficient of mirrors - For each mirror used is necessary to take into account the reduction in power of
the optical beam emitted from the light curtain emitter. Refer to the following diagram:

-FMC (S2 - S3 - S4) - 15% for light curtains with range up to 20 m
- 20% for light curtains with range higher than 20 m.
-FMC (SB2 - SB3 - SB4) -10% for light curtains with range up to 20 m

- 15% for light curtains with range higher than 20 m.
This reduction is due to the specific characteristics of the mirror and takes account of the dirt and dust that settles
on the same, especially in industrial environments. This reduces the range of the system mirror/light curtains.
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These three factors determine the choice of the barrier model and the minimum distances for the positioning of the
elements of the protection system.

The following table is intended to provide a guide for:

= choice of the type of column and light curtain to be used;

» define the maximum distance allowed for the correct placement of the devices taking into account the factors
mentioned above and the maximum range of the light curtain used.

INSTALLATION TYPE

d1 o < ) o < )
E(EFLSE“QT\?’(')T,\IH LIGHT CURTAINS LIGHT d2 d2 d2
WiRROR Type  MODEL CURTAINS RANGE da
] (k53 Z ) d3
Max. Distance Max. Distance Max. Distance
FOS 4-12m (d1+d2) <10 m (d1+d2+d3) <85 m (d1+d2+d3+d4) < 6,5 m
SAFEGATE
EOSH 10-20m (d1+d2) <17 m (d1+d2+d3) < 14,5m (d1+d2+d3+d4) <12 m
ADMIRAL 6-18m (d1+d2)<15m (d1+d2+d3) <13 m (d1+d2+d3+d4) <11 m
e VISION 6-16m (01+d2)< 135 m (01+d2+d3) < 11,5 m (d1+d2+d3+d4) <9,5m
FMC 54 JANUS LR 30-60m
ADMIRALLR  22-60m (d1+d2) <48 m (d1+d2+d3) <38 m (d1+d2+d3+d4) <30 m
VISION LR 22-60m
JANUSLRILP  40-80m (d1+d2) < 64 m (d1+d2+d3) <51 m (d1+d2+d3+d4) <41 m
INSTALLATION TYPE
d1 DMD a1 SD
SCE)FLBE“QT‘?’('DT,\IH LIGHT CURTAINS  LIGHT d2 d2 d2
MiRROR Type  MODEL CURTAINS RANGE i
] Hrr Z ) =
Max. Distance Max. Distance Max. Distance
FO5 4-12m (d1+d2) <11 m (d1+d2+d3) <10 m (d1+d2+d3+d4) <9 m
SAFEGATE
EOS H 10-20m (d1+d2) <18 m (d1+d2+d3) <16 m (d1+d2+d3+d4) < 14,5m
ADMIRAL 6-18m (d1+d2) <16 m (d1+d2+d3) < 14,5m (d1+d2+d3+d4) <13 m
Emg 22; VISION 6-16m (d1+d2) <14,5m (d1+d2+d3) <13 m (d1+d2+d3+d4) < 11,5m
FMCSB4 JANUS LR 30-60m
ADMIRAL LR 22-60m (d1+d2) <51 m (d1+d2+d3) <43 m (d1+d2+d3+d4) < 36,5m
VISION LR 22-60m
JANUSLRILP  40-80m (d1+d2) <68 m (d1+d2+d3) <58 m (d1+d2+d3+d4) < 49 m

| p' For small distances the column with single mirror is enough; for longer distances, which amplify all the factors
mentioned above, are required multiple mirrors that let you retrieve the divergence of beams parallelism.
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CUSTOMER SERVICE

= EREER Customer Service

We put our Customers always First

ReeR after sales service is committed to support all customers that need technical
guidance regarding functionality, handling and installation of our products.

Customer Service Hotline
+3901124 82215

or contact
aftersales@reer.it

For product returns please visit www.reersafety.com for further information.
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for its strong commitment to innovation and technology.

A steady growth throughout the years allowed ReeR to
become a point of reference in the safety automation in-
dustry at a worldwide level.

The Safety Division is in fact today a world leader in the
development and manufacturing of safety optoelectronic
sensors and controllers.
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